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PROJECT -13-106
RELATED SERVICE PROJECT NS-349

“SPEFRCH PRIVACY PROBLTMS"

Foreword

Work on speech privecy problems was formerly carried
on under Project C+43, Contract No. OEMsr-435. Reference
should be made, therefore, to Parts I and II of the final re-
port on that projéct for background material on this subject.
Part I is a comprehensive report dovering the problems involved
in the interception, diagnosis, decoding and evaluaticn of
speech privacy systems. Part II is &a compllation of reports,
such as this, covering specdflio invéstigations.
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PROJECT 13-106
RELATED SERVICE PROJECT NS~349

FINAL REPORT
SPEECH PRIVACY PROBLEMS

Augnst 18, 1945

l., TIntrodusction

l.1 History of Project

This projeot was initiated November 1, 1944, for the
study of speesh privaoy problems of interest to the U. S. Navy
Department, Bureau of Ships, Work of a similar nature had pre=
viously been carried on under Projeot C=43, Contraoct OEMsr-435,
the technical sspeots of which terminated December 31, 1944,

The final report on Project C-43 provides background meterial
for the present prejeat.

Originally, Contract OEMsr~1440 covered the 4-month
period ending PFebruary 28, 1945, ZLater supplements extended the
terminating date first to June 30, 1945, and then to August 31,
1945,

1,2 Nature and Seope of Work

The work done under this project consisted of studies
and analyges, supplemented by laboratory tests,of several speesh
priveay probiems of speclifine interest to the Bureau of Ships.,

In each problem the principal objectives were the evaluation of
the seocurity and the transmission performence afforded by the
privacy system in question,

The material submitted for study and analysis under
this projeot comprised working models of two privacy systems,
renordings of spesch sorambled by three priveoy systems and
paper proposals for two systems.

Security evaluetions were made under favoreble labora-
ry aconditiong. It has bhean assumed that the’ anemy (1) ia
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thoroughly familiar with the speenh priveoey system, (2) has the
necessary intercept, reeccording and decdding equipment, (3) has
trained personnel, (4) is in a position to receive adequate
gignals, and (5) is completely organized so that no time ies lost
in obtaining and malcing use eof intelligence from the decodel
message., The security ratings assigned to the several systems
whiel have been evaluated have not taken into consideration any
praotical diffievlties whioh might be encountered in the field
or under oorbat oconditions where the work of interocepting, diag-
nosing, deooding, and obtaining intelligence from scrambled mes=
sages must be ocearried on ‘'under stress, Someé of these practlical
problems are diseusgsed in Chapter VII of the final repoert on
Projeaot (w43, ‘

1.3 Assignments.

The following assignments of work on this projeot were
authorized by letters dated Jenuary 18, 1945, and February 16,
1945, from Professor Charles ¥, Dalziel; Teohhinal Alde, Divie-
Sion 13, N.Da"Rarc'c . )

1, British Modulator Type 2C (menually switched),
working models. ’

A, British 2-Dimensional Privaecy System, recording. -

3. British Modulater Type 2C (rapidly switehed),
reacrding.

4, New Zesland Switched Band Privaay System, recording.

5¢ New Zealund Switched Band Privaocy System, working
models. - :

6. Proposals of Drs L. E, Gabriloviteh for privaay
gsyatems,

2. BSummary of Results

The results of the worg done on the seversl assigned
problems ere given in detair in Reports Ko, 1 to 5, inolusive,
which form an appendix to this finesl report, These reports
cover the six agsignments listed above with the fourth end fifth
assignments, relating to the New Zealand switohed band systam,
being ocombined in one report. All of the gystems considered
under this project are of the ghort-term rrivasy veristy, CF
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these the British 2~dimensionsl system, disoussed in Seetion 3.8,
and in Repert No. 2, appears to be the most promising.

3. PBrief Résumé ol Systems

3.1 British Modulator Type 2C (lMenually Switched),
Woriking lfodels (See Report No,., 1, Attached)

- This system provides four fixsd spreeoh sorambling cone-
ditions, each involving either one or two simple modulation pro-
cesses; ‘the Gholce of any one of the fouyr sorambling conditions
or oleer speénsh ls under the control of a manual switaeh,

When & reseivihg unit, or its equivelent, is at hand,
there is no -diffieulty whatever in discovering the proper de-
-coding conditlon in a matter of sevonds; The seocurity afforded
by the system is, therefore, almost nil, '

The fixed oocde soraibles ean be demodulated satisfao-
torily by a single modulation procegs without filters, it being
necegsary only to usé the appropriate fresquensy of the demoduladt-
ing carrier. Por this reason it is possible to obtain intelli-
genoce from radio transmissions of the scrambled speech by means
of an ordinary type of radio reoceiver equipped with & beat fre=-
queney oscillatox, The efficany of this methcd will, of eourse,
depend upon having adequate relative stablility of the redio car=
rier and the beat frequenoy osecillator,

These units appeared to be well constructed and oper- -
ated satisfastorily from the standpoint of overall speech quality.

%s2 British 2-Dimensional Priveoy System, Recording
(See Report No. 2, Attached)

- This system utilizes botl freqguenoy- and time-~division
sorambling, It employs threé frequenny bands end ten time ele-
ments of 0,065 second duvration in a repeated node, The time de-
lay in one direction of transmission {exclusive of delay of the
transmission path) is 0,65 second, '

The evaluation of this system wss based on the study of
one recording bearing e single sample of sorambled speech, to-
gether with samples of oclear speech and speech which had been
coded and desoded for comparison., An evaluation based on such
limited data is necessarily tentative and should be supplementeid
by tests on working models.,

SECRET




The speech secrambled by this system appears to be in=
vulnerable to direct listening anf to other non-cryptographic
attacks, It is, however, vulnerable to oryptographic attacks
and a working solution of the oode can probably be obteinzd in a
matter of three or four hours., With a model of the receiving
equipment at hand, it is conceivable, although it was impossible
actually to try 1t that a substantial amount of intelligence
could be obtained in the order of half an hour, This latter
method would involve the use of speetrograms from which sugges-
gions aie obtained for setting up pertial decodes on the reaeive~

ng unit;

The most noteworthy weakness in the British 2-dimen-
sional system &ppears to be the use of a fixed repeated code.
The addition of code changing me&ans would inoreesse the arypto~
graphia seourity very greatly.

The. quality of the restored (or decoded) spesoh pre=
sented on the recording ocompared favorably with the cleer (ox
unnoded) speech on the same recording.

3.3 British Modulator Type 2C (Rapidly Switched)
Recording (See Report No. 3, Attached)

This gystem is the ssme as that diseussed in Seection &l

except that means are provided for rapidly switehing from one
sarembling eondition to another and that olear speéch is used &8
a fifth "serambling" eondition. The order in which the soram-
bling conditions are selected is pre~determinzd aeccording to a
code whioh repeats after 2 seguense of 20 sueh gelections, each
enduring for approximately 0,065 seécnd.

A code switehing mechanism for use with the Hodulator
2C equipments was promised, but was never received., This would
have made 1%t possible to make a more poslitive eveluation of the
system thdn can be made from tiilé reqording of scrambled speech.
In faot, the results obtained from non-eryptogrephle attacks -on
the reoordedxsonamgle ere considsrably at veriance not only with
what could logically be expeoted, but also with the results ob=
tained with working models of & very similar system, (See
Report No. 4 on the New Zealand Swifched Band Privacy System.)

Repeated listenings direectly and also through a two~
path superposition elreuvit to the recorded soramble yielded
sgverai words and pnrascs but vu.x.,y livtle intvelligencs, Bimilar
tests on the New Zealand system {worxing models) yislded, on the
aversge, 40-per cent intelligence to direot listénlng and 80-per

cent intelligenone with the two-path ecircuit,

G
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minutes, before repeatliig,

Repeated listenings through an automatie analyzer-
deooder cirouit ylelded approximately 60 per cent of the in=-
tclligenoe from the recorded sScramble ef the Modulator 2C; 3
repidly switched, system, Thig same procedure yielded praae< 13
tically 100-per sent intelligense on the Néw Zealand systems &

A oryptogrephlie .seclution of the repeated node se- :
quenne used in meking the recorded scramble can be determined 15
by inspeotion of two spectrograms in about 15 minutes,

The quality of restored speech on the recording ‘som-
pared favorably with the clear speesh on the same recording.

3.4 New Zealand Switched Band Privasy System, Recording
and Working iModels {See Report No. 4, Attached)

Fundamentally, this system is very similar to the
British Modulator Type 26, rapidly switehed. and differs in
what appea”s to be only minor details: The ‘inversion frequen-
oles in the sorembling oirouits are somewhat different; the
duration of each of the rapidly switohed serambling oondltions
1s 0,043 second (rather than 0,065 sésond): a sequende of 18 A
seleations of seorambling conditions (rethei than 20) comprises .
the coding oynle., The New Zealand system is equipped with an 12
applique unit for automatically changing the code each oycle X
for a total of 625 oysles, or for a period of about eisght 43

A recording of two samples of spéech ddérzmbled by this
system (using repeated adodes) was recelved for .analysis and
most of the intelligenne was obtalined by non-aryptographic
methods, Somewkat later, the sorambiing equipment for two ters
minal units was reneived and was set up for tests and demon-
stration as a two-~way privaoy system, q

The sesurity afforded by this system is very low for
military purposss. and is innons1stent with its size and weight.,

Repected listenings dirently to the scramble yielded i
on the average about 40 per ocent of the intelligenoe to ex- L
perienced observers; repeated listenings to the soramble through ;
a two=path superposition cirouit yielded about 80 per eent of é
the intelligence, A repeated ocode can be determined by &n aural 3
method, using the terminal equlpment, or its equivalent, in

about seven minutes., An avtomatie anelyzer~decoder cirouit

vieldad at least 50 per cent of the intelligenoe from either a
repeated or a ron-repeated (elght-minute) code sequense on the
first listening and praotically all the intelligence with few

additional 1listenings,
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By oryptogrephlc methods, e repeated code can be de-
termined in about 20 minutes and a non-repsated code (including
the starting point of the automatis code ohanging unit) oen bé
determined Iin @bout one hour,

Mechanieslly and eleotriocally the units operated satis-
faotorily; the intelliglbility of the restored speenh was good
but the quality, though fairly good, was somewhat inferier to
what might be aohleved with improvements in design.

3.5 Proposals of Dr., L. E. Gabrilovitch for Privaey
Systems (See Report No, 5, Attaoched)

0f two proposals by Dr. Gabrilovitaeh, the first, de~
saribed as & "Soereen Seorecy Set with Narrow Audic Band", ap-
peared to require oonsiderable equipment to obtasin only a very
limited degree of sescurity with probably poor transmission per-
formance.and @ seorifice of operating range.

The second propesal, described &s a "Phase Varied In-
verter~Distorter (simplified seocreoy set)", although similar in
basiec prineiple to the RCA-Bedford system developed under Pro-
Jeot C~54, offered, thecrstisally, some possibilities of obtain-
ing a failrly ocompact and light-welght set having somewhat better
restored speech quality *han the Bedford system. There were,
however, a number of questions regerding the degree of segurity,
coding possibilities, and praoticebility cf some of the slectronic
proecesses, ==

The gencond proposal was seleosted by the Nevy Ior fur-
ther study. In antiecipation of a contract for this work, the
Halstead Traffioe Communiocetions Corporation of New York, New York,
undertook a preliminary engineering study of these proposais
(only on the second proposal after the Navy?!s decision) and
turned over their pepers on this work to N,D.R.C. when the ocon~
tract did not materialize. -

A review of the Helstead papers revealed that work had
been discontinued before important progress had been made toward
obtaining answers to questions relating to thie seoond proposal.
There were indications that serious practicsl difficulties had
bsen encountered and that a muoh more asom:licated system was be-
ing considered in order to obtain adequate ocding possibilities.

Although the iadications contuined in the Halstead
papers are not conclusive, it «ppears fairly evident that the
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development of Dr. Gabriloviteh's second proposal would tend
more and more to duplicate thet of the Bedford system ahrd would
offer few, 1f any, advantages over the latter when completed,
It was, therefore, recommended that furiher study of this pro-
posal be discontinued,

4, QGeneral Conclusions and Remazks

In the ocourse of the work dons under this projeot, a
number of conclusions were reashed rogarding the systems under
consideration and their evaluatioa based on the use of working
models as contrasted with phonograph recordings.

4,1 Switohed Band Systems .

Of the systems oconsidered, vulnerability to repeated
listenings Aireatly to the soramble is @attributed to the in-

herent lank of privecy in scme of the f£ive spsesth sorambling

conditions, The average inteliligence obteined in listening to
the five fixed sorambles is 40 per aent, which is approximately
the same as obtained (on the average) wuen the seoranbling condi-
tions were rapidly switchsd, The need for seorembling conditions,
ea:h having an sdequate degree of privaey, is obvicdusly indi-
sated,

‘The high yield of intelligense obtained from super=-
position listening is attributed meinly t6 Lue faot that some of
the five serambling conditicwns &8re not mutually privatée and ef=
feotively decode one alother (Codes A and B in the New Zealand
system and Codes 1 and 3 in the British system). *This effeotively
reduces the available number of sorambling oconditions, Hence,
the five sorambling conditions should be not only inherently
private but also mutuelly private,

The vulnerabillity of the gystems to either direot or
superposition listening ls independent of whether a repeated or
non-repeated code is empleyéd.

The uge of & repeated oode makes the system very vul-
nerable to methods of eracking wherein the code is to be deter-
mined, It is neoegsary to decode only one oysle and successive
cycles nan be used to obtain confirmation. :

When tho system is not vulnerable to non-cryptographio

bode o L oa e ot A Afdn An AG Mno. h'n'\-uun"_ T +ha
uuucu'\., \.auc uss \J4 .u.uu-.l.ryoo ucu. 'Juv..l.a.a.?s LRCTEL888 M k¥ e yiy &L Ve

coding is truly randcm, it ig nenégsary to decode sach indi"~dual
cyele with no opportunity for oconfirmetion from suncessive oyoles,
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4,2 Two-Dimensional System

This type of system involvihg both frequency and time
division sorambling affords more sesurity than can be obtained
by using either method of serambling alone., In the '‘cese of the
British system oconsidered, the privacy could have been mate-
rlally inoreased by using a non~repeating ocode, more freguenoy
bands and shorter and more time elements,

4,3 Masking Systems

Systems of this type employ & soreen of noise over-
laying. the signal to be masked., This is accomplished in a
system suggested by Dr, L. E. Gabrilovitoh, by nmodulating the
masking and masked signals on a split-phase subearrier, The
diseriminaticon between these two signels at the receiver re-
quires absolute synohronization and proper phasirig of the de-
modulating oerrier, Sinoce this is diffioult to .6chieve in
prectice, becduse of the distor:ions appeering in the transmis-
sion channel, the regtored speech will be ©f poor quality, being
distorted &€nd noisy,

The relatively large amount of power required for the
masking signal reduces the effioclenocy of the radio transmitter
In that smaller treusmitting ranges ere obtained for .a given
amount of output powers. . '

4,4 Bedford Type Systems g

Systems .of this typey. of whioh the Phase Varied In-
verter-Distorter system proposed by Dr, L, L. Ga&briloviteh is

bne, depend upon the modulation of speeth by a complex coding

weve to obtain priveey, Clear speech 1& obtained at the re-
golver by demodulation of the socramble with an acourately syn-

ohronized dencding weve which effestively is the resiprocal of

the coding wave,

In order to avold the possibility of pertially orack-
ing tHe woramble by demodulating it with a single frequenocy, it
appears to be necessary that the complex codling wavs have no
predominant frequenoy components but, instead, should have a
fairly uniform speoctrun of at least several hundred cycles width
within thé limits of the speeoh band, 7The resulting bandwidth

of the gorambled speeech eXceecds the width of the speech band by

an amount equal to the highest frequeénocy in the coding wave., It
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follows, then, that either the bandwidth of the ohannel oconveying
the serambled spcech must be wider than for normal speech bands,
or the original speeoch band must be made narrower than normal if
distortion is to be avoided,

Since an acourately synckronized dewoding wave of proner
phase is requlred for deriving eclear speech &t the reseiver, this
system 1s sensitive to distortions in the transmission .channel,
The restored speech should not, however, be as noisy as that of
the masking syatems. In the Bedford type systems, impsrfect de=
modulation ylelds unwanted products whioh are proportional to the
speech energy rather than.to the relatively large masking energy.

Syncehronization by méans of a aontinuous modulated wave
(as proposed by Dr. Gabriloviteh) is believed to be superior to
synehronization by rulses as proposed in the RCA-~Bedford system,
In the latter insiance, the wave forym of the transmitted pulse is
both important .o the proper operation of the system and sensitive
to distortions over a large part of the band of the transmitting
channel, o

4.5 Evaluation of Seourity of Systems from Recordings

Phonograph recordings of speech scrambled by a privasy
system provide & less dsesireble meéns for evaluating the seourity
of a privacy system than do working models of the systém. The
results of analyses based on phohograph recordings can be used for
determining the nature of the privaecy system and the code but even
though the quality of the recording is good, diffioculty may be ex-
perienced in direct or superposition listening tests.

Very often it is fouhd that recordings, which are con-
sidered moderately good for cleed apeeoh are surprisingly inade=
quate for storing sorambled speech for subsequeiit analysis and
restoretion, This appears to be due to {&) harmonic distortion, _
which, when not too greal, passes unnotined in olear gpeech, and
8lso to {b) irregular speed variations (in eithér the recording
or reproduocing systems) which prevent precise synchronization
neoessary in some privany systems. However, the faoct that a high
quality recording is required in oracking a given privacy systenm,
is, in itself, of congsiderable prantical importance in evaluating
the system., :

The most effeective cracking techniques often involve the

use of a reneiving unit, or its equivalent., When only recordings
are available for analysis, it becomes hecessary either to build
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an equivelent receiver or merely to gpeculate on what might be

very satisfoastory. It is, therefore, highly desirable whenever
3 possible, that evaluations be made by tests on working models,

Att,
Appendix comprising
Reports No, 1 to 5,
{ inolusive

I(
|
|
‘ done with & working model, Neithexr of these alternatives is
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"British Modulator Type 2C Equipﬁent Manually
Swltehed", Jahuary 5, 1945

"gnalysis of Recording of Speeoh Serambled by
British 2-Dimensional Privaocy System",
April 28, 1945

"Analysis of Reoording of Speeth Serambled by
British Modulator Type 2C, Rapidly switcohed",
June 20, 1945

"jew Zealand Switched Band Privacy System =
Working Models-and Recording', July a7, 1945

"Proposals of Dr. L, E. Gebrilovitoh for Speech

Privecy Systems", June 30, 1945
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PROJEGT 1B3-106
REPORT NO., 1

BRITISH MODULATOR TYRE 2C EQUIPMENT
MANUALLY SWITCHED

Januery 5, 1945

This report describés the results of an investigation
of the degreé of security afforded. by the British Post office
speech privaey ¢quipments designated "idodulator 26». This work

was undertaken at the request of the Navy Departme:it Bureau of
Shipé in a letter of December b, 1944.

Experimenual Work

‘The equipménts were recéeived at Bell Telephone Labora-
tories, Inc, &n December 7, 1944, They appeared t0 be in good
condition except for some sl*ght mechanical damage. to the chassig
of the modulator units, When the units were interconnected, how=
ever, 1t was found that oné of the o3cillators hed an intermit-
tent defect. This trouble was cleared by removing the -oscil~
lator unit, melting down the sealing cempound and removing and
replacing the condensers in‘the oscillator unit.

It hed beén eipscied that some sort of commutator
switching appersitus would be included with the equipments for
rapidly sWitching frem one condition to another in Some predeter-
minsed sequence as described in British Post Office Radio Report
No. 994, -dated 26 July 1943. Howsver, no such switching mechans
ism was furnished, Tnstead there was only a manual switch fer
selecting any one of the five conditions, o6ne straight speech
and four sorambled or coded cokditions.

Listening tests showed that the guality of the re-
stored spéech wag generally good. The differeéent codes, however,

had distinctly different effects on the received .quality. The

most outstanding differaence wes in the low frogusncy transmission.

condition No. 5 (qtraight sPeeoh) provided the best lew fre-
quency transmission while conditions Nes. 1 and 3 cut off
shapply at about 300 oyclés. Conditions Nos. 2 ahd 4 cut off at
about 500 oycles and in addition had & semewhat peouliar quality-

due %o :@ome inverted components sppearing in the restored speech
as will be seen subseguently.
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The soxambled speech appeared to be unintelligible
for practiocal purposées with all the ocodes. It al8o appeared,
slthough no exténsive tests were made, that the codes were
mutually private with the outstanding exceptlon of codes %
and 3. This combination of codes provides almnst complete in-

*telligibility.

The length of time during which & degree of security
might ve expected from a fixed ocode system of this type depends
on how much equipmént the enemy must provide himself with in
order to obbtain inteiligence, end how long it would take him
to analyze the scramble and determine how to orack it. Obvi=
ously, if the enemy has a captured squipment he dan quiokly
try the four different codes to determine which éne is being
used at any gilven wmoment, If he does not. have a oaptured

equipment, he must provide equlpment of his own and the follow-

ing experiments were undertaken to determine what equipment
weuld be required.

The first oraoking equipiment tried was a simple double
balanced varistor modulaetor* with the carrier supplied by a
varieble oscillator. Mo filters were used in either the input
er the output., The Scrambled speech was fed directly to this
medulator, and it was found that for each of the four codes, a

sultable choisce of carrier frequency would provide almost com=

pleté intelligibility. For code 1 of course, which is simple
ifiversion about 3500 c¢ycles, the oscillator should be set at
3500 cycles. Cede 3 was made intelligible by this same fre=
quency. TFor code 2 a carrier of 2500 cycles was used and for

¢ode 4 a carrier of 1000 cycles. Naturally, ih some of these

conditions the resulting quality was rather poor but the in-
telligibility was judged to be almost complete.

Since the ccdes could be cracked by a single modu=
lation step with ne filtering, it was felt that it should be
possible to decode the scrambles with the help of the beat
frequency osocillator in an ordinary "eceiving get., In order
to try this out the output of a scrambler was fed to & British
Wireless Set No. 48 Mark I which happened to be available
vhrough another project., The cutput of the radio set was re-
celved with a National HRO recelver. It was found that for
eash of the codes the veat frequency oscillator could be set

g0 a8 Lo nivn 4n+n11{aih1a ﬂﬂca b _

~r -

The two decoding methods described above were demon-
strated te Lt. Comdrs ¢, E. Blels,; L« Toudr. C. F, Clark,
Lt. (Jg) H. A, Dorsghug and Ensign As Boon of the Burean of
Ships on December 18, 1944, Lt. R. E. Bird and Lt. E. Preston

* Pigure 6A page 15 Part I Final Report on Project C-43,
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of the British Admiralty Delegation Were also p;esent at ‘this

deémonstration..

Spectrograms

The attached Photographs 133382 and 133383 show spec~
trograms illustrating the ooding ant decoding processes desgribud
above. The first photogreph shows ths spsech scrambled by the
transnitting unit set for each of the four codes. It also shows
the speech restored by the receiving unit set for the proper code.
The restored speech shows the differences in the low frequénoy
transmission mentioned above. Codes 2 and 4 show, near the
middle of the frequency range, some unwanted components which
éan be tdentified as inverted because of the slopes of thé har-

monics. The&s occmponents appsear in the output due to the fact

that the 2000 cycle high pass and low pass filters overlap to
Sode extent.

The second photograph shows spectrograms »f the speech
partvially restored by the modulatar method described above. In
the case of code 1, of course, the restoration is as perfect as
it is with the receiving unit. In the case of code 2 & carrier
leak of 2500. aycles may be seen. In the region below 2000 cycles.
oloar-speggh-mgy be seeén accompanied by some unwanted modulatien
products. In the case of code 3 the region below 2000 cycles
shows clear spéech. Above 2000 cycles may be seen inverted com-
ponents which howéver do not appreciably disturb the tistener.
In the case of ¢o6dé 4 the 1000 cycle carrier leak may be Seen
together with second and third harmonics. This Spectrogram
shows:more‘unWEnte& components than anpear with the other codes.
It should be noted, however, that in all these spectroprams a

rather high degree of level compression is used which tends to

mekxe the low level components appear more prouinent than they

.sound.

To the right ef the spectrograms in both photographs
are showil dlagrams of the modulation processes involved, using
a convention in whioh the whole spesech band is represented by
a wedge, the wide part of the wedge représenting the low fre-
quency ‘(high leveél) components and the narrew portion of the
wedge representing the hisgsh frequency components. The position
of" the wedge in the frequency scsle shows graphiocally how the

‘8poéch band has besn divided snd its narts shifted in the ceding
processes, In the cdse of the partially decoded Speech some of

the conditions show overlapping portions oL the wedges. The
diagrams explain the oripin of the unwanted compcrnents which
gy be seen in the spectrogranms.
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Conciusions

No. .one, of course; expedts a high degree of security
from a socrambling system cperating on a simple fixed code., If,

however, the ehemy must anaulyze thé scramble and provide himself

with decoding -e¢quipment, a cesrtain amount of surprise value can
be expected. In the present ocase, however, the experiments de=
scribed above shéw that the analysis can be perforued very
simply and the receiving equipient can also be very simple, 1In
fact there 1s a possibility that the enemy, 1f he has the proper
type of radic recelving equipment, will decode the spsech by
triel in a very short time after he first encounters it. Even
;hi surprisée security therefore must be regarded as very doubt=

- The Nevy Department letter referred to in the intro-
duction to this report requested & comparison of the sesurity

afforésd by the Modulator 8¢ with that provided by the Model PF

{TDS) equipment. The Modulator 2C units as furnished provids
virtually no security, as discussed above. However; I1f the
codes were rapidly switched the security would be increased.

Whétner it would then be comparable with the security alforded

by the Model PF equipment can only be determined with certainty
after the switching mechanisms are made available.

W, KOENT&

Bell Telephone Laboratsories, Inc.
463 West Street
New York 14, New York

Attached: .
Pnotogranhe Nos.. 135382
_13358&

¢ . .
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Analysis of Recording ¢f Speech
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) Britlsh 2-Dimenslional Privacy System
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PRCJECT 13-106
RELATZD SIRVICE PROTECT NS-349

REPORT NO. 2

Analysis of Recording of Speech

Scrambled by

British £-Dimensionel Privacy System

April 28, 1945

l.. Gunergl
1,1 Introduction

) A phonograph recording No. W 44/1%7 of speech
scrambled by a British 2-dimensional privacy system was re-

- 3dived for evaluation of thls system on December 22, 1944,

A recording is usually sufficlent to shable the system used
for scrambling speech toc be diagnosed. However, complete
technicel informetion and working models of the system aré
essentlal for an accurate evaluation of the security afforded.
Consequently results obtained from studies of a recornding

alone are an approximaetion. Usually the security will bs.

less than that indicated.

In an attachment to a letter from Lt. R, E. Bird,
British Admiralty Delegation, dated December 21, 1944, record-
ing No, W 44/137 is described as follows:

This record is a copy of an -origlnal made on
May 17, 1944 when apparatus was at the stage of
development outlined in Block Schematic WL 58670.*

- - - s A ! . A . M om0 A g
Théré are thres gesticns on the rscord., Thses fiwst

(inside) section is stralght speech (ex B.B.C.)
passed through 400 c¢/s H.P, and 3500 L.P, filters
only. The second sectlon 1ls coded and deécoded spsech,

* This drawing has not been avasilable,
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and the third (outside) section coded speech. All
tnroe sectione represent the same speaker. The code
used 1s an arbitrary one selected .at random by a dis-
interested observer. At the time the original record
was made, both time division and frequency translation
switching were carried out by high speed relays oper-
ated from a single commutator with rotating wiper.

Tne work of analyzing and evaluating this recording
under Project 13-106, Contract No. OEMsr-1440, was anthorized
by lenter dated January 18, 1945, from PronSSOr £. F. Dalziel,
Technical Alde of Division 13, N.L.R.C.

1,2 Suwmmery of Coenclusions

The presant appraisal of the degree of security ofw
fered by the British 2-dimensional privacy system is based en=
tirely on tests xade with thils one recorded sample of coded
speech in which a sihgle repeated code was smployed. Models

of the privacy equipment, which normally are assumed to be in

the interceptor's hands, were not available. Henoce, the im-
portant peart which these equipments might play in facilitating
the decodling work could not be evaluated.

The seourity afforded by this 2~dimensional privacy

gystem against direct listening to the scrambled spsech, on

the basis of the sample tested, is good. An occaslional word

or plirase ‘was thought to fave been understood, but upon com=

parison with the sciipt of the original message these proved
10 be erroneous,

The ccde employed in the British 2-dimensional system
can be determined by cryptographio metheds in which the scrambled

segments of a spectrogram aré restored to normal order by a

matching progegs.

A solution of the code employed in the sample sub-
mitted fer anslysis has been cobtalned but no means have been
available for checking the accuracy of the solution. It should
be noted, however, that 1t is probably not necessary that the
cnde be entlrely correct to enable a aubstantial améunt of
intelligence to be obtainec._ Including the time required to

prepare the proper material for matching (30 minutes to one

hour), it 1s estimated that a working solution of the repeated

‘code oould be obtained by a tralned orew in three to four hours.

If models of the privacy equlpment were available these might
be used to reduce the time required to find the cods. While

it has been impossible tc make any actual tests without models
of the equipment, it is concelvable that a substantial amount
of intelligence could be obteined in the order of half an hour.
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and the third (outside) section coded speech. All
three sections represent the same speaker. The code
used is an arbitrary one seleoted at random by a dis-
interested observer, At the time the original record
was made, both time division and frequency translation
switohing were carried out by high speed relays oper-
ated from a single commutator with roteting wiper,

Tne work of analyzing and evaluating this recording
under Project 15-106, Contract No. OEsisr-1440, was authorized
by ietter dated January 18, 1945, from Profeasor C. F. Dalkziel,

~Technical Aide of Division 13, N.D.R.C.

1.2 Summary of Conclusions

The. present appraisal of the degree of security ofs=
fered by the British 2-dimensional privacy system is besed eh~
tirely on tests .ade with thls one recorded sample of coded
speech in which a singlé repeated code was smployed. Models
of the privacy equipment, which normally are assumed to be in
the interceptor's hands, weré not available. Hence, the in-

-portant part which these equipmentd might play in faoilitating

the decoding work could not be evaluated.

The seourity afforded by this 2-dimensional privacy
sysStem against direct listening to the scrambled speech, on
the basis ef the sample tested Is good. An occasiongl wond
or phrabe was thought to have been understood, but upon come-

parison with thée script of the original message these proved
to be erroneous.

_ The code employed in the Britishk 2 mdimens*onal system
can be determined by oryptographic methods 1n which the sorambled
segments of a spectrogram are restored t6 normal ordsy by a
matching proocess. ,

A solution of the code employsd in the sample sub-
mitted for analysis has been obtainsd but no means have been
available for checking the accuracy of the solution. It should
be noted, however, that it is probably not necessary that tlie
cede be entirely correct to enable a substantial amount of
intelligehce to be obtalned. Including the time required to
prepare thé proper material for matching (30 minutes to cne
hour), it is estimated that a working scolution of the repeated
code could bs obtained by a trained orew in three to four hours,
If models of the privacy equipment were available these might
be used to reduce the time required to find the code, While
it has been impossible to make any actual tssts without models
of the equipment, it is concelvable that a substantial amount
of intelligence could be obtained in the order of half an hour.




The most noteworthy weakness in the British g-iimen-
sional system appears to be the use of a fixed repeated vode.
The addition of code changing means would increase the orypto-
graphic security very greatly.

The quality of the restored (or decoded) speech pre-
sented on the recording compared favorably with the clear (or
uncoded) speech on the same recording.

2. Anal.ysis

2+l Non-Cryptograpvhic ilethods
The first step in analyzing recording W 447137 was.

to listen directly to the scrambled speech: Listening to se=

lected fréequency bands of the speedéh was also tried. By direct
listening to repeated playings of the recording, verious words
and phrases were thought to have been heard with, however, very
Iittle mgreement among observers. A comparison of thése words
and phrases with the seript of the original message showed that
no intelligence had been obtained in the direct listening tests
At lea8t for the code employed on this recording the sesurity
against direct listening is very gpod.:

2.2 Oryptographic Method

code was substanblally the same as that described in Ghapter V¢,
Section 2 of Part I and In Préliminary Report No. 22, Part II of
the Final Report on Project C~43.

Spectrograms -of the coded speech on recording W 44/137
clearly revealed thé time and frequency boundaries of the 2-
diuensional coding. This may be Seen by referrirg to the
photographs of two spectrograms of coded speech from the record-
ing (see Figs. 2 and 3, :attached) where the boundaries are in~
dicated by grids of pencil lines drawn on the spectrograms.
The time elements are 0,065 second and the frequency boundaries

:appear tc be at 175, 1285, 2275 and 3325 cyoles/second.

The periodicity of.the coding became evident upon in-~
specting a few spectrograms. It was noticed that in the lowest
of the three frequency bands a pailr of elements appeared in nor-

e st e amanosmaba

&l \U.l. uumu.:.cnuu.:.uu, wder. Such a pal? eocourred perlodically

pa
every five time elements. rom these observations, t was in~
ferred that the coding was probably the same as thet deseribed
in Radio Repcrt No. 973 British Post Office Engineering Depart-~
meht, i.e., & matrix of 15 elements (three frequenoy elements by
Tive time elements) followed by the converse matrix.
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After the spectrograms had been photographica;;y en~
larged, by a factor of approximately 2:1, the grid on each

snectroEram was subdilvided into matrices. Since no synchroniz-

ing pulse appeared on the speotrograms, matrix boundaries, for
reference purposes, had to be selected arbitrarily. The loca-
tion of these boundaries was first chosen as the beginning of
the first element of the pair of elements which appeared in
their normal or ungorambled order. The eleients within a

matrix were then numbered from 1 to 15 as indicated on Fig. lhs

Since a number of spectrograms and matrices was involved, the
numbers identifying the elements were followed by a dash and a
two-digit number, thé first diglt identifying the spectrogram
in which the eleménts ocourred and the second number identify-
ing the matrix on that spectrogram. These numbers are shewn
on all of the attached figures. -

Having numbered the elements on a spectrogram, the
matching boards &and the backs of the pnotographio enlargements

were given a codabing of rubber cement and the enlargements were

cut up along the boundaries of the elements. The proper posi-
tions of the element8 were then sought by matohing the bound-

aries and obtaining a pattern representing the normal flow of
‘apeech,

The matohing process was undertaken at first without
making use of the properties of converue codes. After several
satisfactory matohes wére completed, conversing was tried and
a shift in the matrix boundaries was indicated as illustrated
in Tig« 1B, It will be observed from that figure that, al-
though the area between points I and I oonstitute & complete
c¢ycls which is repsated on either side of these boundaries,
the elements within the bounderies D and T do not :constitute
two homogeneous: fifteen-element matrices. By shifting the
metrix boundary one time element to the right and re-numbering
the eements, Fig. 16 was obtained. This figure was derived
directly from Fig. 1B by reducing the element numbers of the
latter by three, there being three elements within a time

boundary. #s a result of this changé in numbering all of the

elements between the boundaries F and G in Flg. 1C arse from
cne matrix and gll of the elsments between the boundaries

G and H are from the succeeding matrix, This latter matrix
is the convérse of the former. The derived code is shown in
Fig. 1D, without the cgmplioation\of the spectrogram and
ideuu.a.;..y.uga uumuvrn. AJerS oho u.um.uer:: ifi BAGH ®liefental arsea
represent the settings of the dial or switch to plece element
No. 1 in the first position, elemsnt No. 3 in the second posi-
tion and element No. 8 in the third position, eto. Using the
converging code for the second group of fifteen elements re-
sults in element No. 1' in the fircst position, element No, 2!
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in the third position and element No., 3' in the eighth positien
as shown. In the absence of a synshronizing pulse it is un-
known whether the matrix F'G' represents the code or the con-
verse code and similarly with the matrix G'H'. Hewever, with
working models of the equipment this should be a simple matter
to determine. B3pectrograms of the decoded material are shown
8t the bottom of Flgs. & eand ¥. The numbering shown on these
elements is that based upon-the original arbitrary selection
of matrlx boundaries and corresponds to Fig. 1B, since it was

not convenient to make the actual changes of numbers on the
spectrogram elements,

. The matching procedure was considerably slewsd up
by the presence o¢f spurious traces on the spectrcerams. These
appear to te chargeable to (a) switching transients at the time
boundaries, (b) nolsé and distortion products which probably
were introduced during the resording of the scrambled speesh,
and (c¢) "spill over" from the nharrow analyzing filter in the
Spectrograph causing the traces fr-m an element of large energy
to spill over lnto the adjacent {ime element.,

Typloal Instances where the distortlion products were
pronounced and confusing may be noted at A in Fig. 2, and at
B, C, and D in Flg. 3. These were cases where the element in
question occupied position 2% in the scrambled sequence and
where the element in position 1 contained strong components,

- &the harmonics of which appeared in posgition 2. Although dis-
tortion products were in evidence in other elements, they were
most confusing In element 2.

No equipment has been available for checking the
correctness of the code determined from the above tests. Since
this can be readlly done by the origlnators of this system there
seemad to be no Justirication for setting up equipwent for re-~
storing the scrembled speech and correcting any errors that
may have been made, This would have regquired the construction
¢f decoding equipment effectively duplicating the existing sys~

tem,

3, Evaluation

3.1 General

In arriving at an estimate of the degree of security
affered by the British 2-dimenslonal system several impertant

@ e M e wm s M W e MM MM s mm W W aE W mm we em we W ww m ew W Ly N e e

This number refers tn the arbiltrary numbering system shown
on the spectrograms, With the proper number shift, element
2 on the spectrograms becomes element 14 from the bPreceding
matrix, as shown in Fig. 1C.
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considerations should be kept in mind: (&) the appraisal given
in this report is based on the study of only one sample ¢f the
coded speeclh; (b) the appraisal may indicate & higher degree of
privacy than might bé found in practice because of the quality
of the recording (the reccrding was a nopy, or dub, from an-
other recording and, it appears likely, the clear Speech used
in maiking the tests had also been teken from a rscording);

(¢) no models of the privacy system were available for testing
the time required to obtain the intelligence by partial decod-
ing; (d) nn synshronizing pulse was in evidence - had one been
present, 1t would have facllitated the determination of the
cnde cycle; and (e) lack of familiarity with British diction

imay have made the scrambled speech lesSs intelligible on direct
listening tests, '

On the cther hand, the signal=to=noise ratiss likely
to be found in interception work may be fully as adverse to the

decoding effort as any of the factors encountered in the present
recording.,

3.2 Security Against Non-Cryptographic Attack

Since no intelligence was gained from lisvening to i3
the scrambled speech, the system (as exemplified by this re-
cording) has a high degree of security against direct listen
ing. BExperience with this system has been based on -only one

code; other codes may give more or less security than this |
particular code. ~ . :

— —_

3.3 Security Ageinst Cryptographic Attack

The repeated codo employed in the 2-dimensional sys-
tem can be discovered by cryptogrephic methods., The solution,
however, requires considerabls seffort and special equipment, l
such as a spectrograph, matching boards and, possibly, phcto~
graphic enlarging facilities. The time required to determine
the code may, for convenience in estimating, be divided into ‘
two parts: the first covering the time elapsing from the re- - y
celpt of the scrambled signal tc the moment when the spesctre- |

|

graphic puzzles are ready for solving; and the second, the

time required to solve the puzzles. The first of these periods .
depends on the amount of material to be prepared and how well f
eyuipped and organized the ¢rew is for cerrying out the work.
To prepare puzzles frcm photographlcally snlarged spectrograms :
would involve an average delay of from 30 minutes to one hour |
depending on perscnnel and equipment avalilable.

The second period will depend, to a large degree, 4
on the freedom of the intercepted signal from noise and dis-
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tortion products and akso on the number of men in the crew.
When the signal is received with about the same degree of
noise and distortion as was present on recording W 44/137,
it would eppear that about six spectrograms might be re-
quired to insure good matching material over the entire 15~
element matrix. For officient use of thls material, a crew

. of six men would be required, and, it is estimated, it would

take the orew from two to three hours to obtaln a working
solution of the code. This assumes that the synchronizing
pulse 1s present and that the ocrew has complete knowledge
of the systenm,

It is possible that the above estimate may be of
only academic interest since {a) it would be useless to de-
termine the code iIf no receiving terminal were avallable to
andcramble the message, and (b} where the receiving terminal
is available it may not be necessary to go to such lengths
tn obtain the intelligence. Iin the latter instance, it is
concsivable that most of the intelligence could be obtained
in less time if a combination oryptographic and non-orypte-
&raphlc attack were used. In working with the origlinal spec-
trograms »f the 2-dimensional scramble it was fairly easy to
8pot the eélements containing energy which originally had been
in the lowest freguency band, Moreover, it was not difficult
to place those elements in their proper time sequence, especi-
ally where pltch changes were in evidence. Thus by setting
up partial decodes on & receiving machine, a substantial
amount of intellipgence might be obtained. If this procedure
should prove to bs effective, the security afforded by this
systém might be reduced to somethiing of the order of half an
hour. : o

4. Discussion of Possible Imprpvemants in Secuiity

The most outstanding weakness of this system {or
any privacy system, for that matter) is the use of a repeated
code. The introduction of frequent code changes would, of
course, very greatly inorease the security agalnst orypto-
graphic attack.,

»

A reduction in the length of the time elements from
the present value of &5 milliseconds to, say, 35 or 40 milli-
seoconds, would make the cryptographic solution of the code
much more Aifficult, and it probabiy weuld nobt add toe much
degradation to the decoded speech in an authorized receiver.

Purther compiications of the system to increase the
gsecurity might include the use ef more and narrower fr.quenocy
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bands, the use of frequency inversion of some of the elements
(as proposed ln Radlo Report No. 973) and the use of a 10 or
20 (time) element matrix rather then two S-elemeéent ones.,

A. D. FOWLER
E. C. THOMPSON

Bell Telephene Laboratories, Ine.
463 West Street

New York 14, New Yeark
Attached:
LS~-842194, PFlig. 1
Photogrepn No., 134584, Fig. 2
i v 1354585, Plge 3
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British Modulator Type 20, Rapidly Switched
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;. "Géneral
l 1 Introduction

Models of thé British modulator Type 2C system were
received -on December 7, 1944, It had been eXpected that some.
sort of commutator switching apparatus would be included with
the equipments for rapldly switching from oné code condition
-to .another in somé pre-deftermined, but repeated, ssquence:
However, no such switching mechanism wss furnished: 4An
evaluation of the gsecurity and speech cuality afforded by
this system on & ménual.y switched basis has beén given iR
Report No. 1 on this project dated Jenuary 5, 1945.

On. December- 22, 1944, a phonograph record,
No. W4H/143, of speech scrambled by the British modulator
Type 2C, rapldly switched, privacy system was recelved for
analysis. Since a Pecording of speech scrambled by a privécy
system does not provide & very satisfactory basis for evaluat-
ing the security of the system, work on analyzing the record-
ing was deferred. for some ‘time in the hope that tests on work-
ing modéls could eventuslly be made. However, when it ap-
peared that the c¢ommutator mechanism would not be received;
an evaluation of the rapidly swiiched aystem. vas made, based
partly on -an analysis of the recording and partly on the
results obtained in evaluating the New Zealand switched band
privacy system*. The latter 1s, in many respects, very

similar to the British modulator Type 2C, rapidly switcheéd.

__.A\+hnnah +h1n_n%aagduve for:. evaluatinm the system is less

straightforward thah one based on tests. with working models,
the results obtained are believed to be much mors accurate
than woéuld have been possible had only the recording been
considered.
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The work of analyzing and evaluating this recording
under Project 13-106, Contract OEMsr-1440, was authorized by
letter deted January 18, 1945, from Professor C. F. Dalziel,
Technical Aide of Division 1%, N.D.R.C.

1.2 Summary of Conclusions

The security afforded by thls system 1is considered
very lovw for milltary purposes. This conclusion is based
mainly on the results obtained from tests made on working
models of the New Zealand switched band privacy systam.
Methods, which proved successful in cracking repeated code
cyelss in the New Zealand system and which should be equally

effective vhen applied to the British'modulator Type 2C

systei, elther could not be tried with the phonograph record-
ing or prodiced less successful results which, it s believed,

‘are chargeable to the recordine

The méthod of isolating each commutator segment in _—

turn and detecting by ear thé corrsct decode condition for

each segment enabled a vepeated code cycle on the New Zealand

system to be determined in seven minutes. There is no ap-
pareht reeson why this method should not prove equally ef-
fertive whén appliéd Lo the British modulator Type 2C, rapidly
gswitched. o

Repeated llstening to the scramble on Recording
No. Wil /143 divreectly and also through & simple two-path super-
position circuit ¥ielded only & few words and phrases and
little inte¢11gence, as contrasted with approximately 40 and

80 per cent, respectively, for the two listening methods ap=~

plied to the New Zealand switched band systém.

When an. automatic anelyzer-decoder circuit was uséd,
approximately 60 per cent of the words and about thé same per=
centagé of intelligence were obtained upon repeated listening
to the scramble on the phonograph recording. This contrasts
with approximately 100 per cent of the intelligence obtained
by this method when ligtening to the scrambled output of the
working models of the New Zealand system.

The repeated code séquence cycle employed on the
phonogreph recording wes determined cryptographically in ap-

proximately 15 minutes by careful analysis of the spectrograns
of the scrambled speech.
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The use of a non-repeated code cyc¢le and an increase
in the switching rate should greatly increase the cryptographic
security of this system. However, It is doubtful if either of
these changes would materially effect the seuurity against any
of the repeatsd listening methods.

The quality of the restored (decoded) speech pre-
sented on the recowding compared favoradbly, in general, with
the clsar speech in the game recording. However, a few un-
objectionab‘e switehing "chirps" due; presumably, to imperfect
gynchronization were observed,

2. ﬁn&lyéié

2.1 Cryptographic'Method

Two snect ogr&ms of samples of the coded spesch on

‘Recording No. wu4/ﬁ43'were sufficlent to prove that a repeated

20-element code sequence was used and td permit a Zomplete
cryptographic solution of the code. Had the commutator
méchanism béen available this éryptographic solution would
have made possible the direct unserambling of the recorded
speech, These spectrogrems, together with wedge diagrams
Illustrating the energy-frequency distribution produced by
the five frequency scramble conditions, aré showh 6n the at-
tached photograph. The time boundaries of each scrambled
element are clsarly revealed on the spectrograms,; and by
nmeasuring the digtahce (average) between adjacent.hgundaries?

the code switching rate wag c&lcéul ted t0 be approximately

65 milliseconds per element, eycept for the first elément

which is slightly loager, due, presumaoly, to the stop-start
sytfhronizing actlon of the revolving commutateor brush arm.

A Zé5= kilocyclo yulse also marks the beginning of each code
cyecle.

By -earefully Jnspecting the intensity distribution
and inflection characteristics of each scrambled elemenht oh
the soectrograms, énd, at the same time, bearing in mind the
frequency scramble produced by each code condition, it 1s
possible to determine the particular code condition used for
dach individual time element. Those few elements where the
code condition is uncertain or impossible to determine,
huceuse of insufficlent speech energy, may be checked by in-
specting the corresponding elaments in another cycle.

It is felt certain that the sequence 5 2 1 4 2 1 4

5145241254251, as indicated on the phetograph, is
entirely correct, although the actual sequence used in making
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the recording was not aveilable for comparison. As a matter
of interest, however, it may be noted thet code condition 3
is not uaed, and that the remaining four code conditions,
sterting with the first element of the code cycle, appear in
five successive groups with a different sequence of the four
conditions in esch group. Whetker or not this code ssquence
is typicsl of all the possible sequences that may be set up
by the coding system employed is not known,

2.2 Non-Cryptographic Methods

Precticelly no intelligence was obtained through
repeated listenings of the recorded &cramble directly, although
a few scattered words &and phrases vere correctly understood.
Repested listenings through & two-path superposition circuit
(codes L and 5 superposed and also through an automatic
analjzer<décoder circuit,* both similar to the cilrcuits used
successfully in cracking the New Zealdiid system, were also
tried. The two-path circuit yielded a few more words making
the. total word count about 20 per cent, but the intelligence
derived was still practically negligible. The automatic

analyzer- decoder, however, vas relatively successful in that

60 per cent of the words were obtained and roughly the same
amount of intelligence. It Is not known for certain why these
non-ecryptographic attacks were less successful ih cracking

this recording than they were with the New Zealand systenm but

it is felt that the following,factorS'may have been contribut-
inga

1. The lack of familiarity with British diction
reduced our abllity to recognize partially
ungcrambled words or phrases,

2. The five frequency scramble conditions, though
" gimilar to those -of the New Zealand system;
may be different enough to Have resulted in &
somevhat more confusing scramble.

3. The omission of code condition 3% in the code
sequence used in the recording reduced the
effectivenese of the two-path superposition
circuit andthe automatic analyzer-decoder
because inversion, which will decode ¢ondition
1 precisely, will also decode condition 3
effectively.

* See Report No. 4, Section 3.34, for a description of this
circuit,
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" 4, The signel-tc-noise ratio on the recording was
occasionally very poor. In several instances
the level of speech, in both the coded and
decoded soctions of ths recording, was low
engugh to be almost. ohscured by the background
noise.

Since the commutator mechanlsm was unavaillable, it
wes Impossible to try the method of applylng esch of the five
code conditions, one at a time, to each commutator segment in
turn and detecting by ear the correct decode condition. This
method proved very successful in cracking a repeated code set
up by the New Zealand system. It is belileved it would have
been equally as effective with the British modulator Type 2C
equipment or even with the phonograph recording in splte of
thé adverse factors given above. No attempt is made to recog-
nize words or syllables with this method as the bursts of
speech are of very short duration (65 milliseconds.) However,

as. the five ccde conditicna are applied in turn to a singie

commutator segment, the ear easily detects which code con-
dition produces speech scunds of correct hormenic relaetionship
regardless of pitech, dictlon, or language used, Furthermore,.
gsince the 65-millisecond svwitching rate employed by the
British modulator Type 20 syatem is domewhat slower than the
43-millisecond switching rate of the New Zealand system, the
correct decode for each scrambled element should be detected
with fewer listening samples.

3., Ev&luqtion

3.1 Security Agalnst Cryptographic Atteck

Assuming the type of scramble ls already known, the
répeated code sequence cycle ampioyed in the British modulator
Type 2C, rapidly switched, can be determined in 15 minutes by
analyzing two spectrogrems of the scramble,

3.2 Security Against Non-Cryptographic Attack -
Inasmuch as the commutator mechanism was not mede

avallable, extensive tests to evaluate accurately the security
of this systgm against non~cryntomraohic attacks counld not bhe

undertaken., For this reason vhe results ol the VETiOUs Te-

peated listening tests made on the single recording, Whi /143,
may tend to indicate somewhat greater security than that
actuslly afforded by this system. For example, 1t is qulte
likely that considerably more intelligence would have been
obtained in these tests had the speech not trailed off from
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time to time into the background noise of the recording.
Difficulty with the diction of the speaker was also experi-
enced. On the other hend, there 1ls some evidence that the
differences in lovw frequency cutoff of thé various cede can-
ditions result in a staccato effect, when rapidly switched,
vhich may interfsre with the ability of the ear to recognize.
partially unscrambled speeah.

Experience with the New Zealand system indicates
that the aural method of detecting the proper decode for each
scrambled element, one at a time, should crack the 20-element
repeated code cycle of the British modulator Type 2C in ap-
proximately seven minutes,

L, _Discussion-Of Possible;lmprOVGments-In.Secufity

By using a non-repeated; or long-cycle, code and
increasing the switching rate to say,30 millilseconds pexr
scrambled element, the cryptographic security of this system
would be greatly increased without seriously impairing its
oVersiY quality. Under these conditions 1t would be ex-

tremely difficult to determine the code séquence by spectro-
graphic analysis of the scramble. Only slight pitch chenges
would exist in an element and these would tend to be obscured
by the ¢losely snaced time boundaries. Furthermore, when the
code 1is not repeated, each element would have to be solved
independently - & laborious and time-consuming task in itself.
However, it is doubtful *f eit&er of thesé changes would in-

D, 0. SLATER
E. C. THOMPSON
BELL TELEFHONE LABORATORIES, INC.

463 West Street
Vew York 14, New York

Attached:
Photograph No. 141241
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******* — - ~~New Zealand Switohed Band Priveoy System
Working Models and Renording

July 27, 1945

Le General

,L L 'Tntroductioﬂ . S

On Pebruary 13, 1945, a recording of speech scrambled
by the New Zealand switched band privaocy system was received
from the U. 8. Navy Department for analysis. Thls work was
undertaken and brought nearly to completion when, on February 23,
1945, the_sorambling equipment for two terminal units of the

TNew Zealand gy.tem was received for purposes of tests and evalug~

tion under this projeot. Since an evaluation based on tests
with working models is deocidedly more reliable than one besed on
only a reocoxrding -of ths sorambled apeech, further work on the

latter was postponed until tests on the working models were oomti

pleted. This réport includes the results of the tests made wi
both the reoording and the working models,

A.substantial amount of auxiliary equipment, sush as
powsr supplies, amplifiers, relay and jack ciroults required to
use the sorambling units in & two-way privaocy system was not
furnished., It was necessary, therefore, to provide and non-
gtruot these items, Two complete terminal units were assemblsd
for two-way operation without benefit of the instrustion bulle-
tins or drawings whioh dld not arrive untlil the work was prao-
tically ocompleted, .

The work on both tne resording snd the working models
of the New Zealand system was authorlized by a letter from Profs
Chaxrles F. Dalziel, Technicel Alde, Pivision 13; N.D.R.Csy
dated February 16, 1945,
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1.2 Sumnary

The security afforded by this system i1s very low for
military purposes and is inconsistent with its weight, size,
and type of design whieh limits it to permanent installations,

One terminal unit occupies approximately six feet of
gtandard rask spece and, with thé necessary auxiliary eéquip-
nent, weighs nearly 300 pounds. The system was designed for
use with oconventional radio terminals on a permenent installa-
tion basis, However, by redesign considerable reduntion in
size and weight could be achieved. .

The frequenny bandwléth for satisfectory transmission
nugt aocnommodate a 50=-cycle speed sontrol tene and & 4,000~
oysle synochronizing pulse as well as the 200 to SOOOroyole
apeeoch band. - —

lMechanieally and eleantriecally the system operates
gatisfeotorily although daily adjustments are usually required.
The intelligibility of the restored speetsh is good but the
quality ls somewhat inferior to what might be achieved with
further improveiments in design.

In this system three frequenoy bands of approximately
1000 oynles each ars arranged to provide five code conditions.
By means of an l8-segnent commutator these five ocode conditions
are switched at intervsels of ,043 second in a coded 8equence,
When the same coded sequencs, lasting 0,77 second, is set up on
caoh revolution of the commutator brush, the equipment produces
a repeaved node, An applique unit is furnished with the equip=-
ment to extend the time when the code will be repeated, This
unit ochanges tlie coded sequence essh revolution of the commuta~
tor biush for 625 revelutions to give & ocode oyole of eight
minutes, referred to in this report as a non~repeated node,

Under favorable sonditlons for intercsption, the low
gseourity of this system i1s revealed by various non~oryptographic
attaoks whioh gave the following results:

1y 4n sutométic analyzer-decoder oirouit will yield
at leagt 50 per oent of the intelligence on the
first listening and practiocally all of the intel~
ligenoe with a few additional listenings for either
repeated or non-repeated ocodes.
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— 2, With a terminal equipment, or its equivalent,
(“) avgilable, repsated codes ean be aracked in

about seven minutes by deteoting aurally the
proper denode for esch scrambled elemént,

| 3. Twenty repeated listenings™ to the soramble
through & two-path superpositicn oireuit will
yield about 80 per cent of the words.

4, Twenty repeated listenings™ to the’ uoramble
direotly will yield about 40 per ocent of" the
words.

| Because of the vulnerablliuy of thls system to non-
oryptographls attaci, work on cryptographiec descding methods
weas directed mainly towerds making a fundemental analysis of

| the ocoding systenm to determine its charecterigtics and weak-

|

hesses. However, estinates were made of the seourity against
‘oryptographic attacks on the assumption that speetiograms
would be used for this purpose. Other methods not employing
speotrogramis might prove to be more repld but no attempt was
made to develop then.

For a repeated code sequence, & Gorrént pérmutation
of the code oords and the settings of the sequenns switches
can be determined oryptographically by the use of speetrograms
in gbout 20 minutes. 'In some instances, partiel solutions ob-
tained in ten minutes may prove satisfeectory. TFor & non-
repeatel code sequsenne, the giermutation of the ocords, settings
of the cods sequence switohes, and the starting point of the
automatio 06ds changer san be oryptogrephically determined by
% trained orew with adequate equipment in appro&imately one

our,

* By rededigning the system to use pre-equalization -
aheed of the sorambler unit, the effentiveness of the automevin
analyzer-denoder ciroult ocan be practieglly destroyed. Pre-
‘equalization will approximately double the decoding time for
all other denodling methods exnept that for the oryptographie
aetermination of nonwrepedted nodes, In the latter ingtancse
the time 1s inoreased approximately 50 per aent.

i;) W e e P M me wr e AR m e e aw e e kM G e me me  em i e meme e e e - o

* On an average, 20 minutes of repeated listening were required
to extreot, from & one minute sauple, the pereentege of words
indicated ana additional listenings usually did not inoreass
the percentage materially., These results apply to both the
repeated and non-repeated aode seyuenaes,
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2. ILquipment and&Ope:atidn
2.1 Introdustion

The first model of the New Zealand switched band
privacy system was developed by the Radio Development Labora-
tory, Department of Seientifio and Industrial Researoh,
Wellington, New Zealand, Its major festures were based sub-
stantially on the design given in the British Post Offide
Radio Report No, 994, The present equipment was built by
Collier & Beale, Limited, Wellington, New Zealand, and inaor-
porates the basiec features of the prototype with the wxaeption
of a feéw minor echanges introduced to aveid operational defi-
6iencies and to fasilitate the use of the apparatus in a redio-
telephone terminal equipment of conventional design, The three
units couprising the privacy equipment are not self=funetisning.,
ILooal power supply sourses, amplifiers,to provide the desired
volume levels, and equipment to segregate the volce and smyn-
chronizing sighals are required.

2,2 Physleal Deseoription _
The weight and glze of eaéh of three units compris-

lig one verminal of the sorambling eguipment received from New
Zealand are given in the table below.

Physinal Dimensiona
Weight -  Height = - Width - Depth =

Units {Pounds) g;nnhss) (Inohes) (Inohes)
Synohronizing Control 24 8=3/4 19 11-3/4
50~Cycle Power 67 14 - - 19 i1-3/4
Serambler, Ingluding

Auto-Coding Unit 136 19 22-3/4

21 .
Total 217 435374

The two sets of equipment received were mounted on
segparate relay racks located in different laboratory rooms so
that two identical but indspendent terminals were available for
testing and demonsiration purpogses, Other nesessary auxiliary
apparatus which was ecnstruoted or provided from laboratory
stoox was also mounted on each raeck. The attashed photographs,
Tigures 1 through 4, show various views of one ocomplete ter-
minal,
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2.3 Theory of Operation .
2.3l General Description

Iive audio frequensy code conditions with a means of
rapldly ohanging from one of these conditions to another in a
predetermined ol coded sequence forms the basis of this nri-
vaoy system. A synchronizing mecheanism is also provided %o
insure simultansous operstion and optimum quality betweea two
working terminals,

A simplified sohematic of the overall system as set
up for laboratory testing, ineluding the necessary auxilliary
equipment,ia shown on Drawlrg 1S-842195., The two terminals
are iden+ioal but for purposes of explanation one terminal is
ghown in the SEVD ocondition and the other in the RECEIVE condi-
tions. ‘Speech entering the transuitter [TRANS.) Is amplified
(ANP #1) to the proper volume level and fed to the gecond lnnere
most ring of ‘the coémmutator in the 3GRAMBLLR UNIT where it is
pioked up by a revolving brush arm and distributed suctesslively
to the 18 commutator segments of the outernost xiag. Eaoh of
these gegments is -connected to one of the five oode conditicns,
depending on the permutetion of the sode ocords, setting of the
code sequense switches, and positlon of the seledtor switohes
Likewlse, each segment of the inner commutator ring is oonneoted
to the output of one of the five cocde conditions through a du=
plicate set of contacts. With this arrengement, the incoming
apeech ig distributed in a coded sequence to the inputs of the
five code conditions, and is simultansously pleked up, in the
same ‘sequéncé, as serambled elements of speech on the inner com-

mutetor ring and finally fed to AP #2 through a duplicaté set

of brush contacts. After amplifisation, the §:ramble passes
through a 3~ke low-passs filter and 1ll-C balansing coll where
it cembines with a continuous 50-oynle wave and a 4-ko pulse
which synechronize the SEND. and RECEIVE terminals, The combined
output passes through the IINE OUT transformer and is transg-
mitted either by radio or wire line to the RECEIVE terminal.

Unsorambling at the RECEIVE terminal follows es3en-
tially the reverse process, after passing through the LINE IN
transformer, the 50-cynle wave, 4-Ka pulse, and sérambled speeoh
are channeled by filters to their proper sirsuits. The saram-
bled speeoh is amplified (AMP #1) and fed to the ocmmutahor of
the SCRAMBLuR UNIT. In order for lthe sorambled speech elements
to be properly restored, the pemutation of the code cords and
setting of the code sequence switches must be ocorreat, in
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addition, the selesoto? switehes and revolving brush arma of
the SEND and RECEIVE terminals must be in identical positions:
Under these proper decode conditions, the incoming serambled
spestn elements when distributed to the inner ring of segmeniss
will be simultaneously pieked up as restored speech on the

-outerlost ring of segments. The Speedh is then amplified

[8}P 7##2) and fed to the receiver {REC).

Intershanging the SEND or RECEIVE conditien of a ter~
ndnal is performed by relay trensfer sontesnts under control of
a push-to=tallk button. This method was also used in the proto~
type equipments However, when the systen was used in conjunce
vion with radiotelephone terminal equipment, as intendeéd, voise
gperated relays Yeplaoed the manually oporated push=to=-talk

utton,

-2432 Code Condivions o

ln the lower left<hand portion of Drawing ES=842195
is shown the eirnuit used to derive the five code conditions,
together with the Tive wedme diograma illustreting the fre=
quensy trenslations of the resultsnt soramblses, Briefly, the
five oonditiens-afu~ds follows:

Inversion of 0 to 3000-cyole band.
Inversion of O To: 3000~6yole bend
followed by re-inversion of O to
.2000~oyole portion,

Inversion of 0 to £000=ayale portion
followed by complete inversion of

0 to 3000-ocyocle band.,

Inversion of 0 to 2000-sydle portion
Only ’

Streight transmission (attenuation
onlkyj.

Condition & -
Condition B

Condition ¢

Jondition D

Condition B

Each oondition has a nominel insertion loss of 37 db and an
input and output impedance of 500 ohms, The IN and OUT leads
of eaoch oondition terminate in double prong plugs so that these
cords may be patched conveniently to the jaoks of the geleoctolr
switoh box {&utéo-noding unlt), or coding bus Jacks associated
with the code sequense switches,

2.3% Code Sequenoe Switohes

9ix sode ssquente switches are provided, and each
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switeh has six banks of oontaots. These switches are wired to
the commutétor segments, both inner and outef rings, in suéh a
way that thé order and, to some extent, the ehoice of the five
code wonditions available to0. the riret group of threo sucocessive
commutator segments is determined by the position of switeh No.l,
the sescond group of three successive segments by the position of
switeh No. 8, and 80 on for all 18 segments. As a result, the
order in whioch the five oconditions follow one another is ooded
agoording to the positions of the six switehes., The wiring of
the switehes also insures against the repetition of any ocode
oondition witlin each group of three segments. Eéch switoh ‘has
11 positions lébelled S, 0, 1, 2, 3, 4, 5, 6; 7, 8, and 9, The
0 through 9 positions provide ten different sequenoes of the
five econditions; and the S position opens the eirocuit to the
segments: _The six switches, having ten useful positions each,
previde 106 possible combinations or 6ode sequences, all differ-
ant., S - - - =

Further ocoding is possible in that the. five cords from
the frequenoy sorambler unit may be permuted in 120 difrerent

able by permutation of %heacords and resetting of the code ge=-
quence switohes is 12 x 10° rather then 120 x 109, as will be ex=
plained later. Thus; for a fixed oord permutation and fixed set-
ting of the switohes, a definite coding sequenge of the five con-
ditions is sebt up on the 18 commutator segmeéfits and will be Tre-
peated géash revolution of the brush anm.

2, 34 Auto~00ding Selecto? Switohes -}

By using automaticaelly d&tspping 'seleotor switches, -
whioh shange the permutation of the f£ivé code conditions once
each revelution of the biush arm, the above-mentioned repeateéd
dode becomes & so-oalled non=repezted aqode. The selectors are
inserted between the frequenay seoramble cirouit and the coding
bus jaﬂks thus a eomplete code eysle now depends on the length
of the sélector oyele, Four, 25-gtep, 6-bank selectors are
used in the New Zealand squipment. Tweo of the selectors in
series permute the inpubts of the five code conditions and the
other two make the same permutation of the .outmute. Sineas the
pairs of selectors operate in series, a total of 25 x 25 or 685
permutations oosur before the seleator oyecle repeats. The brush
arm normally rotetes at 78 rpm (43 millisesonds per segment).
Thersfore, with & new permutation ocscurring eassh revolution, the
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time required to somplete -one major soding oyole is approxi-
dately elght minutes. N

2,35 pynohrqnism

To insure proper uanséerambling of the-inecoming élements

of sgrambled spesch, it 1s appafent that the xavolving brush arms

of the SEND and RECEIVE terminals should rotate at equal -speeds
and should maintain thé hroper phase relationship at all times.
In thig privecy system a continuous 50-cycle wave, transmitted

along with the sorambled speenh, is used to synohronize the

speeds of the two revolving brush arms, and a short 4-Xe pulse

s transmliteed erel revodution to insure the proper vhass Telaw
ttonship, Thesgd synchronizing signals mey originate and remain
under the dontrél of elther one of the terminals, regardiess of

whether it 18§ in the SEWD or RECEIVE sondition, Drawing

ES~8421¢5 shows the synshronizing signals originating at the
SEND terminzl..

To maintain speed controd,; each terminal La provided
with a feirly stablé SO-oyele oseillator located in the Byn-
ohronizing Control Panel. The output of the oseillator exscites
the grids of a power smplifier (PWR AliP) which in turn delivers
approximetely 30 watts of 50=nycle powér to a synchronous,

1500 rpm, freotional H.P. motor. The fMoter drives the brush
arm through & worm geer reduction and & friction elutsh. At
the terminal originating the synohronizing sign&ls, a amnall por-
tion of ths 50«nycle power is tapped -off and transmitted to the
distant términal where it 1is used t0 synchronize the 50=ayole

oscillator, ync&unnization is indinated by the SyﬂchmoSoa@e

meter,

- The 4~ko synohronizing pulse 1s utilized to operate
the START-STOP LATCH RBLIAY &t each terminal so that ths brush
erms will start each revolution simultaneously at 1dent10a1

- positions on thedr respective commutators. ETach terminal is

provided with a 4~ko oseillator which is used only at the ter-
final where the pulses originate. Referring to the SEND ter-

minal of Drawing ES-842195, it will be seen that the output of
the 4-ko osoillator is fed to a sam operated relay. VWith eash
revolution of the dam the relsy conteots nlose momentarily,

ellowlng @ portion of the resulting short 4-ke pulse to bse trans-

mitted to the distant termlinal along with the 50-«nycle wave, and
the remaining portion of the pulse to be fed to the grid of a
self<extinguishing ges tube oireult, The 4-ke pulse fires the
ges tube sausing the lateh of the START~STOP LATCH RELAY to pull
up ehd releass the brush arm, At the distant terminal the ar-
rival of the 4-ka pulse performs the seme funotion. This proocess
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is repeated fcer eash revolution -of the cam, and since the cam

_is geared to revolve at a slightly slower rste than the brush

friotion dfive (gear ratio 74:75), the brush arm will always
rest sgainst the lateh for approximeately 0.010 second eash
revolution before it is releesed, Thus slipnt disorepancies.
in the motor speeds, Lf they exlst, sre compensated for at the
end of eeoh revolution.

& geoond relay, in serles wlth <ths START-STOP LATCH
RELAY, also operatés esoh time the gZas tube fires, and its ocon-
taets olose the 24-volt supply to the sélector switohés ocaug-
£ng them to step onoce eaoh time the relay cperates.

2.4 App?aibal of BEquipment Design an&"Qpergtan s
2.41 Intent of Comments

The of iéinal dsgleners of this sgulpmeat -are weld
aware of many of its weaknesses and freely admit them in $heir
instruation bulletin, Somé of the weaknesses are inherent in
thls type of privaoy system, others undoubtedly arisa through
unavailability of more desiraeble parts and maeterials: There-
fore, in judging the design and operstion of this equipment we
wish to maeke olear that many of our comments ere nede with the
“*ew of substanhiutin& the oplnlons of tne oriﬁlnal designevs.
WOr«manship, or effort put forth in the buildlng and aavencing
of tlids system..

8;43; Construstion
Although the prototype model was intended for fleld

usgé, it is apparent that ths present equipment was dealgned for
permanent terminal type lnstallations and is not rugged éenough

-for £161d use. Ahs received, some of the heavy components, suoh

es & power transformer and two choie ecils, had torn loose from
their mountings.

2.4% Conmmutator

During the perlod in whioh thls eguipment was operated

for teat and demonatratiscn purposss. the ohlef sourne of inter-

ruption wés due to the short cirnuiﬁing or bridging of adjacent
commutetor segments by the acnumulation of metdl partioles from
the dommutator and brush fades and also dirt partisles frém the
air. A thorough aleaning of the commutator et the beginning
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of each day usually avoided this trouble unless the equipment
was operated gsteadily for more than four houws.

Tests and experience with the Model BF¥F (TDS) equip=~
ment iy dioated that the use of palladium copper brush tips
with prlladium copper commutators backed on brass preotically
eliminated the brid@ing of adjucent segments due to metal par-
ticleg. Furthermore, a thin film of oill on the feoe of the
sommutstor reduned the contaot resistende between segment .and
brush as well as reduecing brush wear. It was also found that
segmont bridging due to dust and dirt pertiocles fiom the air

_wag greatly reduced by fitting tight metel eovers over the com-
‘mutator meéhanism.

Alternative methods for rapid code switehing, such asg
relay ocmmutu+lon switehing ahd eledstronia switahing, are possi-
ble.. eourge, The latter; though It may regulrs many vacuuwn
tubes eliminates all noving parts.

s 44 .5taxta6top Lateh Relay

In the early stages of testing this equipment. it was

noticed that the S8TART~STOP LATCH RELAY did not always operate

- r1rm1y. This caused variations in the starting phase relations
ship of the brush atms which impeired the overall quality of
the restored speech., It was also observed that the seleector
switohes ocongionally missed & step., Sush failures ' necessi~
tated the realigmment of the auto<voding units so that the
sorambleﬂ speoch would again be properly réstored,

. Beversl meochanical adjustments of the START-STOP LATCH
RELAY were nade in an effort to improve its operation, but with
little success, TFinally it was discovered that the {irmness
with whioh the lateh relay operated wag determined, to a ocon=
siderable extent, by the amplitude of the 4~ko pulse. Os: il¢o~
RPOD,rZLﬁ GbSGI’VQtiOﬁB of ths “"“‘ue_.,c wave Sheps ‘ucr'vvvwvnﬁ'suc P.Ld'ﬁe
of the 884 gasg tube and ground showed that the tube did not re-
mein fired throughout the duration of the 4~ks pulse. Instead,
the tube fired on the positive portion of the first eysnle of
the 4~ks pulge applied to its zrid and then extinguished on the
negative por%ion. The tuhe continued to do this on enoh pogi-
tive and negetive portion of the suscéeding oycles., A4is a result
of this oseillatory firing of the tube, the effeative eurrent
through the reldy airouit was not guffieient to permit its f£irm
operation, espenially when the amnlitude of the 4~ka pulse was
low. This phenomenon was due to the faect thet the inductanae
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siderabis aid in mnlr-lno* thie alignment

of the relays presented 8 high impedance to the sudden surge of
current when the tube fired. As a result, the potentlial on the
plate of the tube dropped so low that the tube extin&uished ag
soon as the grid went negative., By connecting a 0;25-mf oconw-
denser in series with 1500 ohms from the plate of the 884 gas
tube to the 280-volt supply, the impedance of the plate eirocult
was greatly reduced during the sudden surge of ourrent, Having
fired -on the positive portion of the first oyole, the tube now
remained steadlly fired until the oathode potentiel roge suffi-
niently to extingulsh it., Theé resultant inerease iIn effeotive
ourrent through the relay ocirouis, insured oconsistently firm re~
lay operation. However, this inoreage in ocurrent flow charged
the oathode condenser at a faster rate, thereby extinguishing
the tube Sconer. 48 & result,-the relay which controls the ap-
plication of the 24~-volt battery supply to the seleator switches
did& not remain operated long enouph for the selector magnets to
pull up properlys By doubling the oapacitehoe in the cathode
circuit of %he gag tube, the operate period of this relay was
inereased guffisiently., However, to maintain the sane disoharge
time constant of the cathode oirouit it was also necessdary to
nalve the value of the blas resistorsc The net result of the
above oirdult ohanges was the assurance of firm lateh operation
and oonsistent steppling of the seleotor switches for .eash revow
lution of the brush arm,

To obtain the proper initlal phase relatlonsh*v of the
revolving brush arms at the local and :distent terminals, it
should be possible to adjust escurately the ciroumferential posi-
tion of the START-STOP LATCH RELAY. This edjustment is rather
oumbersome to make with the present equipment, especially when
in éperation, However, by redemigning the relay mounbting, it
should ve possible to mahe aeourate oiroumferentisl sghifte In
elther direotion by a simple gsorewdriver adjustment, Iurthexr= .
more, a .soale on the periphery of the commutator WQulu be of ocon-

LIy~

2445 Transmission Irregularities

Frequenay ocharaateristic curves for esch code condi-
tion, obteined by measuring the insertion loss between the lunput
at ths BEND btorminsl and output at the REUEIVE términal in H0~-oyole
stebs from 200 to 3000 cycles, indicated the exlstence of many
irregulerities, Several of these, such as the trough caused by
band splitting in Condition D, were known to heve been uneavoid-
able, Others, perhaps, could have been reduced by using lsolat-
inz peds of greater loss., However, it was noted in Condition D
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that the average insertvion loss for the frequenales between

200 and 1800 oyoles was approximately 8 db less than the aver-
age for the upper band of frequencies batween 2000 and 2900
oyoles. This dissrapanny was easily corrected by reducing the
loss of the pad (4 db per terminal) in the upper frequency by-
pass oiroult of Condition D. This ocorrection likewise improved
the fréequensy response characteristie of Conditions B and C,
and iesulted in a small but notineable improvemdnt in speech
quality.

£¢46 Synchronizing Oircults

The purpose of the S50-aycle wave, as previously ex-
plained; 18 to synchronize the motor speeds at the two terminals,
To. prevent the transmitted 50-cycle wave from entering the soram-
bler oiroult, where it would be modulated t® higher frequenocies
and thereby produoe annoying elioksand tohes, & 100=cycle low-

© payyg Tilvey i normaily inserted in the ssvambler eircuit in

tendem with the %«ko low-pass filter., However, for laboretory
testing and demonstration purposes, no 100-nycle low-pasgs filtex

wés used because the 50-oyole osscilletors were found to be stable

enough, onae adjusted to provicde satisfeactory speed oontrol over
limited periods (3 oF 4 hours) without continuously transmitting
the 50-aynle wave., Ohly oanasional frequenocy chedks wsre neced=
sary, and usually an initial warm-up period of about 30 minutes
with power -on was sufficlient for the oselllators tc reenh a con=-
stant fréquenoy. The stobility required for long period inde-
pendent gpeed control was undoubtedly not intended when the osg=
cillators were originally designed, and, as suoh, théy probably
would not prove satisfactory. However, independent speed oon~
troi is a desiraeble feature for this type of system, and severald
methods of providing it ere known,

2v47 Transmission Delay
It wes mentioned earlier in thls report—that the syn-

als, regerdless of whether a terminal is in the SEND or RECELVE
condition, and still provide proper synochronization. This is
elways true for the 50-oyole wave, but true for the 4-ke pulse
only when the transmission delay of the interconnecting link is
negligible. If, however, the 4~ko pulses are originating at the
RECELVE terminal a eirouit delay exceeding 5 milliseconds will
generally cauge suffioient asynchronism of the revolving brush
arms to reesult if 8 notinesble impairment in the quality of the
restored speenh, unless the delay is compensated for. The

onronizing signals could originate at either one of the termine _—“a
l
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amount of delay whinh may be tolerated Without ocompensation is,
of sourse, direotly related to the code switehing rate.

Perhaps the simplest method of compensating for this
delay is to have the 4~ke pulse aiways nriginate at the ter-
minal thet is ih the SEND condition., In this way, the 4-ko
pulse and the serambled speech will always be transmitted to-
gother; and will enocounter esgentially the same eirsuit delay.,

2,48 Reduotion of Transmission Bandwidth

Llimination of the sontinuously trensmitted 50~-oyocle
Synohronizing wave would oconsiderably lessen the rather severe
low-frequency transmission requirements lts use now Imposes,

In eddition, by employing approprieate and more selective filters,
it 18 quite possible that the frequency of the present 4000-
oyole synschronlzing pulse could be reducéd to say, 3100 oycles),
or locsted within the hoxm&l gpeeon band: Thus the bandwidth
vegLixdd_iox oneratignﬂgi_thg_system sould be rYeduoced,

2,5 A@Draisal of Restored dpeech

The relatively low military Security afforded by this
system,-aa indicated by preéliminary tests, did not seem to justiw-
Ly the extenslve testing required to obtaln an asourate transmis-
sion rating, However; in the course of other tests and demon-
strations, it was observed that the intelligibility of restored
speech was good in thet seldom was it nenessa¥y %6 repeat words
or phreses, and for most listeners it did not require particu-
larly close attention to follow Srdinery conversation. As &
rule, individual voiaes were easily recOQnized, although some
sounded less natural <than others.

The inherent signal-to-noise ratio of the overall 8ys-
tem was better than 40 ab. -

The most noticeable quality impairment was-—a slignt

—wavering-of the voioce, oaused by the rapid switohing of the five

code conditions whieh have differences in frequency charaoteris-
tio and insertion loss. These diffe:snces could be deteocted by
listeniug to each code condition separately, although the quality
through eaoh wes quite satiasfeotory. While some of these dif-
forenses &rs unavoldsbls, others sould be corrected by improved
impedanne matohing and pad design, thereby reduoing the wavering
effeot considerably.

A second, though less noticeabls impairment, is bhe
rapid switohingcﬂibkswhioh are nheard only when speech is present.
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The ©licks are of short duration &nd oocur each time the brushes
glide fronm one commutator segment to ths next. It is impossible
to eliminate them entirely as they are &.result of filter tran-
slents and inherent imperfections in mechanical commutation.
They are not, however, partioularly loud or annoying.

All the above observations wers made under ideal
laboratory conditions, and the impairments noted, though net
serious, are attributable entirely to the privacy equipment.
When the systenn is used in conjunotion with radio transmission
it is quite possible that seleetive fading may produce more
serious degradations.

[}

2.6 TField Unit Design Considereations

The usefulnesgs, from a military standpoint, of a smell
prentical field unit incorporeting the besic features of this
privacy system would depend: almnost entirely upon its sesurity
ageinst unauthorized listeners. From an equipment standpoint,
there are e few rather large items in both the present equip-
ment and the prototype model whioh could be reduced in size and
others which oould be completely eliminated. 3ince a 24~volt
d-n power supply must be available for operation of the seleo-
ter switohes, it would seem loginal to use that source of power
also to operate @ dynamotor whioh would drive the brush arm &nd

generate the plate voltege for the audioc amplifiers, oscillators, -

and latoh relays. The use of & precision regulating eireult to
contrcl the dynamotor speed would obviate the transmigsion of
the 50~cyole wave, and would eliminate the need for a 5S50-sjyole
power panel and most of the Synschronizing Control Panel., 1In
addition, a rededign of thé eommutator meshanism and gear hous-
ing would permit further reduotion of the weight and size. On
the basis of these and other design ohéhges, it is estimated
that a complete termninal, ineluding the auto-coding unit, could
be mounted in a ohassis about the size of the present sorambler
unit and weigh in the order of 100 pounds.

3, _#analvsis of Ssourity

3.1 Disouséion of Code Conditions

Twr AnmAdianm  dew P TR

In oxdexr vo disnuss the verious uuuov.l.ng uer*:'u.x.ques in=
vestigated *+ is advisable to familiarize the resder with the

five ocode oconditions whiech this system makes available for sod-
ing purposes. Two fundamental modulation processges are involved:
The first, designated "Code A", provides inversion of the full
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0 to 3000-o0ynle band, and the secbnd, designated "Code D", pro-
vides inverslieon of the 0 to 2000~aynle portion with the band
from 200C to 3000 oycles transmitted in its propex position by

. Ineans of a by-psuws oirouit. Used in tandem, the first modula-

tion proocess (Code A) foliowed by the second (Code D) provides

8 third condition whieh is designated "Code B'. Likewise, the
reverse tandem order provides a fourth.: ocondition, "Code C". A
path involving only an attenuation pad provides olear speech Tor
the fifth condition whieh is designated "Code L",

The resultant five codes are illustrated by means of
wndge diagrams ol attached Drawing BS-842252, Reference to the
column headed "Normal Speech' shows the wedge diagram used to
indiegte uncoded or straight speedh. T.é ocenter column indicetes
the frequenoy translationsg lnourred when stralght speech 1s scram=~
bled by cach of the node sonditions., Subsequent references to
the various code conditions will be made in sncerdsnce with the
designations and conventions set Torth on this drawing.

‘The unsnrambling of code oonditions involving only a
single modulation process (Code A or Code D) is accomplished by
the gsame moduletion process at the reseliving terminal. The wsodes
involving a tendem use of the modulating procegses are properly

rustored by using the modulation processes in the reverss oxder.
However, it should be pointed out that the reverse order required
to regtore Codes B and C automatiodllv ocours at the reocelving
terminal sinne the incoming seiambled speech passes thiough the
goerambler unit in the reverse direation. Thus Code B, for ex-
emple, as wet up at the transmitting terminal; is properly re-
stored By setting up Code B at the receiving terminal,

3.2 Teslt Conditions

The two terminels aveilable for test and demonstration
purposes were located in different laboretory rooms and were
direotly conncoted for oconvenience on a 4-wire basdis, All re-
cordings of the scramble were made on a magnetir tape deviee,
having a high input impedance, whioh was bridged aocross the out~
put of the terminel under test. With the exoception of & few
speclol tests, the wet ttings of the code sequenoe switeches and
permutations of the code cords were chosen at random. This
usually resulted ifi 8 fedrly uniform distryibution and O6GULTENnGd
of the five node noniditions. In all tests the speech material
uged was unfemiliar and usually in the form of continuously re~
lated thoughts, suoh as excerpts from magazine. and newspaper
articles., In some instenses, short, terse, command sentences,
in whioh every word is important, were used., The talking rates
varied from normal to failrly repid and several voleces were em-
rloyed,
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3.8 Non=Cryptographlc Decoding liethods

331 Dlreot Listening

Preliminary tests indieated that only an occasional
word or phrase oould be understood by listening once to a sample
of the snramblse, However, it was found that by listening re-
peatedly to the same sample, considerably more intelligence
could be obtained. When the code conditiens are rapidly switohed
the success of this repeated listening method depends, to a con=
sidersble extent, upon the amount of intelligence which can be
derived from each of the node conditions somprising the coding
sequence, The approximate percentage of intelligence (word
count) whiech oould be obteined by repeated listening to the in-
dividual code conditions wes found t0 be &g follows: Code A,

0 per oent; Code B, 10 per sent; Code C, 20 per cent; Code D,

70 per Oeuu, and Code I, 100 per sent. The effeot oi having
partially or completely intelligible elements distrihuted through—
out a oyole provides a sampling of the original speech inter-
sparsed with unintelligible material, In addition, since the

time relationships of the original speeoh scunds have not been
altersd, the cadense of the sounds assists in their recognition,

_ Tests 'were performed to deterriine the 'vulnerability of
this system to direot listening atisck by recording one minute
samples, using representetive coding sequences, both repeated
and non-repeated and then attempting to recognize as many of
the words and phrases 8 possible by repeated ligtenings to these

.saumples, In these tests, a 3000-cyele low-pass filter wes em-

ployed in the llstening c¢irauit to eliminate the somewhat dig-
turbing effest of the 4000~cycle synchronizing pulse,

Based on listening to samples of spsech 20 times (addi-
tional repetitions contributed very little), it was sonocluded
that, over a wide rangse of %taldiing pratesg, Irom 39 per cent to
50 per cent of the words aould be ocrrnoﬁly understood regard-
less of whether a repeated or non-repeeted asoding sequence was
employed, This degree of word reocognition usually revealed the
glst of the original speech material. It was also observed that
the use of pre-equalization* did not in general appreniably re-
dune the amount of intelligence that could be extraoted, although
the number of repested llistenings required was about doubled,

- S W aw me W e W G OF e WE e W WP @ W G mn w0 e ww e el e e e o¥

*The pre-equalizing networs used in thege tests prodused a
sloping loss eharsoteristic desreasing at the rate of 6 db
per ontave from 400 aops to 3000 4ps.
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3.2 Superposition Listenling

INext in the family of non-=oryptographic oracking methods
is that of repeeted listening through a superposition e¢irocuit, In
this method the scrsmbled gpeech is bransmitted to a multiple~
path listening olrouit which may inselude the decodes of two ox
more of the node sconditions employed. With this arrangement, the
particular socde condilinn of the soramble appesring at any in-
stant is fed to the various decoding paths of the superposition
oirouit, and the outputs of these paths are then ‘sombinsd at the
renssiver, Thus the interceptor will hear, in the case of a sir-
oult involving the superposition of all Tive decodes; & properly

decoded elément plus reinfornement or heeckl» from each of the re~

maining four inzsorrest conditions, depending upon how they treat

the element in use at that instant. The effeect of tirensmitting,

in turh, eash of the code conditions through each of the remain-

ing denodes is illustrated on attached Drawing B9- 842435, This

socheme 1s often useful inh antinipating the results of various de-
noding combinations., However, the resteration of eanh element

by eomplete superposition of all five deocode sonditions proved

‘unsatisfactory besczuse of the disproportionate amount of inter-

fering keckle present,

As a result of tests involving various combinations of
gsuperposed decodes, it was found that a maximum of intelligence
oould be extreoted from the soramble when emphasgiswas placed on
restoring some .of the elements as sompletely and free from un-
wanted produots as possible, while permitting the remaining in-
terspersed elements to remain gorambled. TIn effect, this method
results in & sampling process in whiah the sampled elements &are
properly restored ané relatively free from interference, whereas
in the womplete superposition method all the elements are pro-
pérly restored but heavily masged by unintelligible interference
from the-gﬁher four nhannels,

The optimum errangement, as dlsolosed by these tests,
was the use of two superposed paths: One, the decode of Condi-
tion a4 (3000-oycle inversion), and the other, the decode of
Condition B (straight transmission}, with the straight path ar-
ranged so that either the full frequency bhand or the 0 to 1000~
cycle portion aould be transmitted, The lower portion of Draw-
ing B3-848858 illustrates this arrangemen’t schematiocslly;, The
equipment involved includes two 3000-nynle low-pass filters, a
double balanced sopper oxide modulator unit, a 1000~cyole low-pass
filter, an osaillator, and suitable mixing pads. In addition,
a vearieble attenuator is provided in the streight transmission
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branch to enable the operator to adjust the relative volume
leveéels of the two branches. This adjustment is determined bv
the opersator for optimum perfermance, The flexibility of this
oifoult may be enhanced” by providing a switeh %o permit the
use of either path dlone.

The extent to whieh this ceireuit decodes eash of the
five soramble conditions is illustrated by the wedge dlagram in
the third holuan on Drawing KS-842852, Dlagrams designeted
"Decode A" 1llustréte the results of pessing the scramble of
eansh condition through the inverter path, while those designatad
"Deoode LY show the outputs of the straight transwission branch;
the two are Oombined, of course, at the output of ths final mixe
ing pad, These dlagrams also indioaue the relative amounts of
unwanted henkle, as well &s showing how the 1000-cyole low-pass
filter in the Decode E path materially assists, ih certain sases,
in the suppreéssion of the unwanted produnts in thet bransh,

The shoice of this partiecular superposition sirauit
proved more satisfactory than any other combination because the
0 to l006-oysle portion of the trus woize spestrum, whioh usuelly
contains most of the speeoh energy, is properly resbored in
three (A, B, and B} out of the five code conditions, with a
minimum of interference, Furthermore, any aontributions made
by the two remaining code sonditlons (0 and D) are retained,

The general prosedure in using this method is to
cord the sorambls, preferasbly on a repeating megnetic tape de—
Vv.ioe, and then play the reoording through the superposition oire
ouit until it i felt that all of the intelligence possible has
been. extracted, All possible conditionas of the twospath oiroull
ghould be tried since the use of cdonditions, other than that
found to give the optimun results, will generally make Bome con-
tribution to the total intelligende,

thens*ve reneated listening tests, through the two-
path superposmtion oirouit to sorambles employing sither re-
peated or non-repeated ooding sequences indiocated that 65 per
nent to 85 per sent of the intelligence, besed on & word oount,
could be obteined from a .one-minute sanple in approximately 20
minutan, Ta. dn+nrmin9 the pf‘fecf whioh oirou;t nolige E\.iﬂlh‘b
have on these listening tests, thermal noise, oconfined to & 0
to 3~ke band, was mixed with the soramble. The same resuits
could still be obtained with signal-to-noise ratios as low as
15 db, However, with ratios lower than 10 db, praotically no
intellligence ocould be extrzoctad., In all of these tests the
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ptimum arrangement of the two-path ocirouit utilized both the
inverted and gtreight paths, with the bandwidth of the stzaight
path restrieted to O to 1000 oyoles and somewhat reduced in level
relative to the inverter path, As previcusly indicated, some
ocontribution to the total intelligence obtalned was made, in each
case, by trying the other oconditions of the oirouit. However,
occasionally & word or phrase oould not be recognized regerdless
of the amouat of repeated listening.

It is possible, though unlikely, that a repeated coding

sequénne might contesin a predominance of Conditions C and D.
Since the: superposition ¢ircuit will not restore either of these
codes, it would seem, with such an adverse code distribution,
that this olrouit would be of little assiatance in extrseting in-
telligende. However, tests, employing & repeated coding saquence
in whioch Codes C snd D oonstitute 67 per eent of the cyecle (maxi-=
mun possible) indloated that approximately 75 per esnt of the in-
telligence oould still be obtaihed. In this case, the best ar=
fapgement was the use of both the inverter and stréight path

full band) and with both adjusted to the same volume tevel, On
the other hand, whéefe a predominance of Codes A and B existed,

the use of inversion alone olten permitted 100 pexr cent intelli-
gibitity.

A final series-of tests with pre-equalization at the
trensmittlng terminal were made, and the results obtained were
essentislly the 8ame as when ho pre-equalization was used &l
though & longer listening pefriod was required, Iost of the in-
telligence wag extracted using the lnverter path only. It was
found undesirable to insert complementary equalization at the
output of the ITistenming ecirscuit, -

3.33 Aurasl Determination of Repsated Code Sequence

While direct and superposition listening methods en-
posed of frequenoy translations, these methods are not entirely
satisfectory and are rather time sonsuming. When a terminal of
this privecy system, or 1ts equivalent, is availeble, & better
approach is to determine the sequence of scramble eccenditions,
than utilice this infarmation to sk up tha proper dagepding agw
quenee so that the entire message may be restored, Determination
of the coding sequence used cen be made either sryptogrephically

oY nonwosyptographieally, The latter method will be discussed
in this seotion,

In this me*hod the terminal available to the inter-
ceptor must be operating in synchronism with the terminal whose
repeated ocoding sequense is to be determined., By applying each
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- of the ;ive'deoode conditions one at & time to each commutator

segment, in turn, the sofrect decocde for each segment ocan be de-
ternined aurally., No attempt is made to recognize syllables

as the bursts of speech are only 43 milliseoonds in duration.
When the various decode conditions are tried, it is posgsibie to
determine the condition which céuses speech sounids tOo havé the
proper harionie relationships, regsrdless of piteh, dietion or
language used, Since each revolution of the brush arm provides
& different sample of speech sound, the correct decode is oon~
firmed by suncessive semples.

Two schemes may be used in the application of this
method. The first mekes use .of am applique cirouit comprising
18 switches, one for each commutator segment, and suitable cables
and plugs to engble the eiréuit to be *nterposed ‘between the cod-
ing busses and the commutator segments. Each switoh has six
positions to enable the operetor to oross-conneot any one of the
five d¢code conditicns to any pair of commitator segments (innex
and outer xings) or leave the nonreoction open, The Wwenond method
employs the six code sequence switches and five permutable cords
which are part of the terminal coding equlpment.

The prodedure followed in using the appligue oirouit
is stralghtforward, The 18 switches are originally set to the
open (3) position, and then, by rotating switeh Wo, 1 through
i%s five denode positions and 1is»ening at the output of the
terminal, the sorreoct conditich for segment Nos I is determihed;
this yosition is recordéd befere réztoring the switeh to the
open position, In = sim¥lar menher thHe correst decodes for _the
remaining 17 segments are détermined one at & time. Having re=
corded the decoding ocondition for eaéh of the 13 commutator seg-
ments, the switches of the a“plique siroult are then sét up to
give the proper decoding geguenne, thus permitting complete re-
storation of the iIntercepted soramble. The applique c¢i¥nuit
with its connecting cords is shown in Figure 5, attached.

In the secpud method, the coding oéntrols of the ter-
minal are utilized, First, all but the first code seguence
switches are set to the open (5} position, Setting the first
switch on the O position ¢orneots the first three pairs of com~
mutator segments to the first thiree soding bus Jengs, respec-
tively., While listenling at the output of the turminal all five
code cordés are tried in the first jack position, The oord found
to be oorrest is set @side and the remeining four are tried in = - - -
the seoond jack position., Again the cord fouad to be correct ls 4
set aside and the remaining three cords are tried in the third I
Jack position, Inh this manner the lonation of thres of the five
permutable nords is determined. These cords are then inserted
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in the first three jaeks in the order just previously deter-
mined and switeh No, 1 is turned to the open (S) position.

Switeh No., 4 is then rotated through its positlons until a set~
ting is found where the burats of speech sound most natural,
Sinace this setting'will always involve cither ones or both of
jaeck positions 4 and 5, it ig possible to determine the loeation
of the two remaining cords by first removing the three previously
détermined cords, and them trying the two sords in jack positions
4 and 5, All five cords arée then inserted in thelr proper ‘jeck
positions, and the settings of the four remaining code sequence
switches are determined aurally, ocne at & time, as previously
deseribed,

If the lonation of one or more of the permutable cords
is incorreatly determined, no satisfectory settings of the code
sequence switches will bé found. Consequently, the presence of
sush an error is resdily discernible and can be corrected by re-
determining the cord locations., However, when the cord positions
have been properly chosen, the selection of the switeh settings
can be made rapidly and ascurately since, with three wuccessive
segments avallable to eafh switeh, the bursts of speeoh will be
present in the receiver for a maximum time of 3 x 43 or 129 milli-
geconds per eynles This time interval more nesriy oorresponds
to the length of a syllable., TFor these reascns, more ancurate
results cén usuelly be obtained with this method than with the
applique sircuit,

The nord permutaetion and combinaticn of switch settings
obtained with this method will not nenessarily agree with that in
use at the transmitting terminal, althougl the ¢oding sequence
will be the same., A study of the,soding scheme used in this sys-

~ tem will show that any of 18 x Job possible soding dequenaces may

be set up in ten different weys; .all d&ependent upon which of the
ten possible variations of the fundamental permutations of the
cords is used, This is explained in detail in Sectlon 3,5.

The preceding schemes were first investigated with the
trangmitting terminal serving as the signal sourece, This insured
exact synochronism between terminels., Turther tests were made to
deterinine the Teegiblility of applying this method tc a recorded
soramble, The results, using a magnetic tape recording devide,
were highly satisfactory.

Sinne either condition A or B oould be deroded satis-
fentorily by thes ether, it waes generally diffiocult and time con-
suming to attempt to differentiate between them, The additional
time required to determine the correst decode condition was dis-

proportionate to the resgulting slight improvement in quality,

A
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Foxr this reason, no great effort was made to determine the pre-
cise decods condition when either A or B dappeared, and the re-

sulte given below do not inslude errors due to such interchanges.

Furthermore, it was found that a solution of the decoding se-
quence in which only twe~-thirds of the segmsnts were determined

correotly, exclusive of A and B interchanges, usually resulted
in almost complete intelligibility.

The results of & series 6f tests employing repeated

ocoding sequences disclosed that on an average the correct degodes
for 18 of the 18 segments oould be obtained in five to ten minutes
using the applique eircuit: When the terminal coding controls are

employed, essentially the same length of time is required, ai~
though the scheme is inheréntly more aoourate. Determination of
the coding sequenos using a Japaness language rénording afforded

similar results, thus demonstrating that the operator need not be

familiar with the langusge in uge in order to apply the method.
The use of pre-equdalization at the transmitting terminal in-

aressed only the solution time for either soheme by a feotor of
about two,

In the preceding tests the sircumferential position of
the START=-STOP LATCH RELAY was the same at both terminals., How-
ever, there still exists the possibility that the legitimete
operators of the system might occasionally shift théir lateh po=-
gitions. TUnder these conditions it would then be necesgsary for
the irntercéptor to establish the approximately sorrent position

-‘_Qf\his latgh relay béfore undertaking the determinaticon of the
ooding séquence, This position would be found by shifting the
latoh relay in smell oircumferential inerements until it is pos-
sible to determine the proper decode conditions for séveral seg-

ments, The remainder of the decoding sequenee woula be deter-
mined in the usual mannsr,

The deocding of a non-repeated coding sequence on a
oyole~by-oycle basis was also attempted, A single oyeole {0477
second) of the soded signal was rscorded on & maghetic tape ro-
teting in synohronism with the sending brush., This recorded
signal was then played back through the regeiving terminal. In
general, the method was found to be unsatisfaotorj sinoce so few
.-\f' the m ementas of the aode eyale could be determmined with any
oertain+y. The reason for thls lack of success lies in the dif-
fisulty of making a choloe of dencdes on the bssgis of a single

UL?J-

spesch sumple havxhg a mnaximum pousible duration of o

e

ents axe

only 43 milli-
---- 1

geonnds, However, where considerably longer tims els
used, this method might prove suceessful,
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5,34 Automatio Anﬁfyzeraneooder Cireuit

One method of thaining the intelligenoce from a coded

band-sorambled system would be the use of an automatle analyz-
ing cirouit whioh would provide the appropriate decodes in syn-
chronism with the coding pattern generated by the transmitting
terminal, From an inspection of the frequenoy translations pro-
duced by the New Zealand system,it will be seen that the originel
S-ko band ie divided into three equal bands with freguenoy vouida-
ries at 0, lOOO, 2000, and 3000 ocyoles, and each code condition
employs & different arrangement cf these three bands, If the
energy level in the O to 1000-~oyole portion of clear speech is
greater than that in the 1000 to 2000-~cyocle portion, and if the
energy level in the 1000 to 2000-cycle portion is greater than
that in ‘the 2000 to 3000~cycle poxrtion, the frequency transle-
tions of these three bhands by the five cocde conditions would also
result in five different energy distributions, Uhen suoh condi-
tions prevail, it would be possible to identify the frequenocy
translations involved at any instant by ocomparing the relative
energies of the three bands. Furthermore, these ocomparisons
could be utilized tc operate differential relay oircults which
would sutomatioally insert the proper decode for any instant.
It was found, however, that with normal speesh sSounds the energy
;n the 1000 to 2000-oycle portion of clear speech was not always

greater than the ehergy in the 2000 to 3000-cyecle portion. Con-
sequently many erroneous decodes were called for, resulting in
low intelligibimity.‘

As a result of this experiment, the analyzing cirocuit
was modified to detest, in the scramble, the loecation of the
original 0 to 1000-oycle band which normally conteins most of
the speeoh snergy. In this schene; sersmble conditions A and B
can be resognized and desoded correotly. Condition B 1s identi~
fied as A but can be decoded by the decode of A to give partial
restoration with almost 100 per cent intelligibility. Since the
location in the scramble of the original 0 to 1l000-cycle band
does not differentiate between conditions ¢ and D, it was de-
nided that when elther osocurred, the deocode of condition D would
be applied, Normally this ohoice would be sorrect 50 'per nent
of the time., Therefore, assuming that the frequency of ocour-
renae of the five gsonrsmhle conditions ig nnﬁf‘ﬁ'rm a propar or
partial decode will be supplied 80 per cent of the time in the
complets arrangerment, The circuit of the automatie analyzer-
oecoder employed is shown schematically on the attached Drawing

Y DL A
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This method was used satisfectorily to denode the
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New Zealand type of soramble as long as the transmission medium
(miorophone, input eirouits, ete.) between the talker and the
sorambling nirouit did not appresiably alter the relative’ energy
levels of the volse spectrum. Tests employing both repeated )
and non-repeated ooding sequences indiocated that at least 50 perx
oent of the intelligence was obtainuble on the first listening

and that the remainder could be had with a few additional listen-
ings.

The use of pre-equélizatlion at the transmitting terminal
greatly deoreases the automatio -dedoding ability of this type of
olrcuit because, as ideal pre<equalization over the vdice range
ia approached, the relative ehergy di:ferenoes, whioh the olir-
ouit requirés in Srder to analyze the verious -scrsmble condi-
'tions, is effeotively eliminated. From this standpoint, thers-
fore, it would be desirable to incorporate pre-equalization in
the band-scrambled type of privaecy system in order to thwart the
successful appliocation of an automatio analyzer—deooder cirouit
by an interceptor. although the performance of this lattex de«
vice ocould be improved thiough further development, it was in-
tended merely to demonstrste a principle and in this respest
represented a satisfeotory stage of developument,

3«4 Cryptographioc Degoding kiethod
3,41 TRepeated Coding Seguence

From analyses of several speotrographlc sanmples of the
soramble produced by the New Zeéglindswitehed band privacy system,
It is possible to determine the frequensy translations of the
various oode conditions employed, as well as determining the dura=
tion -and sequence of these conditions for @ repeeted cycle. Recog-
nition of the various frequenay translations is based on a study
of the piteh changes and energy distribution of cach code couidi-
tion. Thse time bounderies of each elewment are clearly reveiled
by the disoontinuities arising from switohing the various code
conditlons, and the bnginning of eash oyole is indiozted by the
4-ko pulss traoce,

In most nases, the solution of the seguence of soram-
bled conditlions can bs mads by cereful *nepeﬂ+*'“ of the original
spectrograms. Offen a sonsiderable numbsexr of the elements in a
sequenne ocan be determined by the analysis of only one ayole,
However, as the elements are of rether short duration, the lden-
tifination of elements not exhibiting pronounced pitoh variations

may be difficult, and in sush ceses, corrssponding elements in
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other cycles must be analyzed in order to obtain a ¢ -mplete
golution, The determination of Questionable elements is also
facilitated by recognizing an inherent feature of the ooding
system, nemely, that a partiocular sorasmble condition may not

be used more than onee in any group of three suscessive ele~
ments whioh are under osontrol of the same aode sequence switoh.
For exemple, if on the first inspection, & group of three ele-
ments is thought to employ the sequense Cal, the two C's should
be cheoked as this sequence cannot be obtained.

Assuming that & terminal or other decoding equipment
is available, an alternative method of analysis is to decode
the scremble by each of the f£ive conditions separately and make
8peétrograms to show the elements that are properly restored
by each condition. It is obvious that the restored elements
must have been sorambled by the same condition that was used in
decoding., This method is fundamentally more exact than direct
analysis but in practioe the difference is almost negligible,
It is possible that extremely questionable choloces might be
resolved by the matehing of such restored elements. However,
our experienne has heen that such verifiocations as are required
could usually be obteined through comparison of aorreSponding
elements in other oynles.

In order to utilize the results of a crypbographie
solution, the ocoding sequence may be set up directly either by
the speocicl ooding appligue ocirauit, or by translation into a
sombination of tode sequence switoh settings and a cord permuta-
tion-whinh can be applied to the equipment. The method of trang-
Iation is discussed in Sedtion %.852.

Complste oryptographio solutions, including the pre-
paration of the speotrographiec materisl, analysis of the speoc-
trograms, and translation of the determined codlng sequence 1o
ocord permutations and switeh settings, nan be made in 20 to 25
minutes under fevorable conditions. When a minimum of delay is
required, partial golutions may prove satisfactory, provided
that at least two~thirds of the elements of the ¢yole are pro-
perly restored. Suoh solutions may be obtained in the order of
ten to 15 minutes

5.42 Non-Repeated Coding Sequenae
In general, the sryptographic analysis of non—repeated

coding sequendes inyolves essentially the same problems and
teohniques as in the solutioin of rspeated coding sequences, with
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.ing samples, For this reason it is desirable to bhegin the

the exseption that no assistance may be had through comparison
of the seramble oonditions used for oorresponding elements in
other oyeles. Usually it is impossible to obtain the ocomplete

sequence for any l8-element aycle when this type of coding 1ls
used.

It would be possible, though very laborious and time
sonsuming, to restore the complete messegesby solving,; as com-
pletely as posslible, each oyole independently. Howeven, a
practioal appraach, from an interceptorts stendpoint, would be
to apply the information obtained, from the partial solution of
several oyeles, to synchronize hls auto-noding unit with the
authorized terminals, thereby restoring the entire message,

This method, which is disoussed in detail in Sec-
tion 3.5, requires that the oord pérmutation for each cyole
analyzed be determined., In additliond, the fiued settings -of the
code sequence switches and the relative separation of the oyoles

analyzed must be tabulisted. Usually nine oycles jcattered
“ throughout the major coding oyele will provide enough data for

a satisfeotory application of the method., Witk & trained orew
ané adequate equipment, this method would require approximately

one hour.

It should be emphasized, when dealing with the dis-
tinet oyocles of a non~repesting code, that only paruial sotlu~
tions: of individual oycles can be obtained, However, it is
usually possible to determine completely the erlectiva permutea=
tion for eash of the seleoted syoles when only two or three of
the three-element groups ane,knowna"_mhis:px:oedure;15'&183
cugsed in defail In Seoction 3,55, ©inde the code sequence
switbohes are fixed during a major coding eycle of the auto=
ooding unit, the early determination of their settings afférds

omna assistance in determining the permutetions for the rersin-

At A LE

analysis with samples that offer as complete and positive solu-
tions as possible,

3.5 . Analysis of Coding System

2,81 Canaral

The following analysis of the coding system employed
in the New Zealand switoched band priveecy units is made from
the point of view of omne who is in posgession of & woptured ter=
minal unit end wishes to maks the most usge of it in decoding in-
tercepted scrambled speech trensmitted by an identical unit em-
ploying an unknown code, One of the problems confronting the
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interceptor 1s that of translating the data obtained from anslyz-
ing the sequence of speech sorambles into terme >f settings of
node sequente switohes; permutations of the cords from the seram=-
bler unit, and the starting pcint of the automatic code changing
unit so that the scrambied material may be desoded properly. For

this purpose & Talrly complete knowledge of the coding scheme
is nenessary.

The proposed method, disoussed in Seotion 35,55, for de-
termining starting points of the automatio code changing unit
ropresents only one, though not necessarily the best, approach
to the problem. This method does, however, appear to be prao~
ticable and has been used sussessfully in oracking nsn-repeated,
Yeed, eight-minute periocd, oodes.

In the present modeis of the New Zealand units the
design of the ocoding arrangements is sueh that fairly simple re-
lationships exist between the settings of the sequence switéhes
and permutations of cords and the resuxtlng sequennés of speeoh
gorambles. If the present design were altered tu eliminate the
systematic ohanges effected by the sequence switehss, the rela~
tionships cculd be made very much more complicated, and possibly,
thereforé, less useful to the decoding (oracking) technigque.

5.52 Translation of Repeated Coding Segquence to
Coding System

In the New Zealand sorambler undt the five pairs of
noding busses {jao%xs designated 1, 2, 3, 4 and 5) are csonnected
to the 18 segments of the inner and outev rings -of the commuta-
tor in a manner determined by tlie settings of the six code se~
quense switehes, each switoh controlling the connections to
three adjacent commutator semgments, The scheme of aonnections
is indicated below in Table I, which is reproduced for eonven-
ient reference from Report R.D. 1/407, Radio Development Labora~
tory, Department of Solentifie and Industrlal Research, .
Wellington, New Zealand, entltled SWITCHED BAND PRIVAGY SYSTEM
(advance draft copy), dated August 31, 1944.
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TABLE T
. Switeh Switeh Switaeh Switoh Switeh Switeh
Positlon No. X No. & No. & Nos 4 Ne. & No. &
0 123 231 218 13686 35 1 51259
1 23 4 24 2 4 23 38 2 5293 235
2 34 5 4 5 3 D 3 4 5 &8 4 248 4 5 2
B 451 5H514 145 241 412 124
4 512 125 25 X 4 1L 3 13 4 241
5 5409 435 3 5 4 4 265 25 4 54 8
4] 4 3 2 3 84 2453 25 3 595 8 325
7 281 213 13 8 593 1 3109 183
8 2LB 152 H 81 21 4 145 4 531
9 154 5 4 1 4105 l 42 4 2 1 g1l4
Qom. . ’ .
Seg. No. 125 4 5 8 789 10 11 18 1314 15 16 17 18
Fronm a

code oord permutation,

are always ten different translations possible for any*sedﬁénoé

an interceptor's viewpolnt, the ohief use of
Table I is in the translation of a repeated coding sequence,

whioh hes besn deteimined, to the proper switéh settiigs and
In beginning such a translation, it 1s

yermissible to 36t any one of the six switches on any one of

fts ten positions because, as will be explained later, there

and these translations will involve all ten positions of each

switoh once and only ouce,

The prosedure for obtaining one of
the ten possible transiations may best be explained by en exam-

ple, Let us assume that the sequence of code conditions for B

repeated cyele hasg been found 10 ke

BDE

CBA

ADE

BAD

and that we haye set switeh No. 1 on position O,

ODE EDC

As indicated

in Table I, the setting of switch Wo. 1 on position O connects

commutator segments No. 1, 2, and 3 to coding bus Jjacks 1, 2,
and 3, respectivsly.

these segments, Lhe code oords B, D; and E should be patohed

to ooding bus

>}

.JG.UI\.D l, Iy uu.d 3’

sequenoce will read as follows:

123

-l

-2

1~

vncpan+ivm1v-

these Jack numbers for the code cords now assigned to then, “the

2

Since the sequence BDE must appear on

Subatituting

-85 52

A study of Table I will show that Lf two out of the
three node bus Jjusk conneetdons to any one switeh are known,
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tha position of that switeh is deuerminad and the remaining Jaok
oonnesation te it is obtained. Thus, in the example, the pesi-
tions of switches No. 3, 4, 5, and 6 are found to be 1, 9, 1,

123 ol 423 142 583 3a%

Comparing this coding bus jaok sequense with the orlglnal code
condition gequence, 1t will be seen that code cord 4 must now
be petehed to coding bus jaock 4 and codé cord C to coding bus
Jaok 5, This makes the sequence for switeh No. 2 reed 514
which, from Table I, establishes its setting as position 3. The

‘complete translation is as follows:

Position of Switshes Cédé qua”Permutation
(L 23 4 5)
031916 BDEAGC

The cther nine translations for.this same sequence
may be found ih a similar manner by starting with different

switoh positions. The ten translations of this examplé are
tabulated below:

Position of Switohes Code Cord Permuation
(L 23 4 5)
03531916 BDEAC
1l 48286438 CBDEA
2038265 AQUOBDE
314507 T ACBD
4 20739 DEACEB
536284 ‘CAEDB
697 461 ABDBC
758193 TDBCA
86 9370 DBCAE
975065 2 BCAEBD

3,50 Ceding System [Without Automatioc C
Changing Unit)

Q
o
e
o©

The five speech sorambling oircults (ocords with plugs
designated A, B, O, D, E) may be pateched into the ocoding -bus

Jacks in any order whioh may be indiocated, for example, by the
notation
S 4 5;
cCD

L amn Toamn
(o} o
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It is somewhat more convenient, however, to make the numerieal
subatitution 1 = 4, 2 = B; 3 = 0, etao., and hence denote the

dbove patohing ordex by o
' (L2345
(25134

or, more briefly, by the permutation 2 5 1 3 4,

.Using this latter nctation, Table I may be thought of
as portraying the distribution of speeoh serambling conditions
(rether than of csoding busses) when the patching order, or per-
mutation, is 1 2 3 4 5, Similar tables for any other permuta=
tion oan be Berived from Table I by making the ochanges in the
bug numbers ag specified by the glven permutation.

The soheme of connections portrayed by Tablie I has the
following property: When the orders of pateching are denoted by
permutations whioh are members of the same family, the resulting
tables derived from Table I will oontain the same sequences of
three sorambling oconditions within the same oolumns and will
dadffér only in the positions of the switahes at which they osocur.
A family of permutations is defined as that group of ten permuta-
tlons derived from a given permutetion by oiroular shifts of both

the given permutation and the reverse of the given permutatios.

For example, the femily of permutations, of which 1 2 3 4 5 is
the dominant* member, is shown in Table II.

TABLE TI

Relative .

Number Permutation Operation
1 L2345 Glven permutation
2 512534 One ghift to right
3 451223 ™o shifts to right
4 34512 Three shifts to right
5 83451 Four shifts to right
8 54321 Reverse permutation
7 43215 One shift to left
8 3211654 Two shifts to left
9 215459 Thres shifts to left
10 15432 Four shifts to left

5 b e Wl I o We e M B WS v RO M S A M WS A e I A I -

* The dominant of the family is the permutation having the lowest
numerical value when treated as a S-digit number, It is not
neocessarily Relative No. 1.
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It will be noted that permutations 6 to 10 are the
reverse of permutations 1 to 5, respectively.

Iron the foregoing it follows that any sequence ef the
goramble oonditions, resulting from a glven set of switoh set-
ings, and a permutation, can be esteblished in'a total of ten
different ways, i.e., by ohanging the permutation to others withe
in the same famlly and maxing appropriate changes in the posiw~
tions of the switeches. Illorecver, the ten different groups of

switoh settings will involve all ten positions of each gswitah
once and only onoce,

At this point, a remark on the number of distinoet 18-
element sequennes possible with this equipment may be in oxrder.
The six sequence_ switeches, having ten useful positions, glve rise
to a total of 10" distinet coding sequennes for a given permy ia-
tion. The five sorambling elroult cords may be permuted in 120
ways, bubt only one tenth of these yield distinet gequenaes., Henose,
the tot%l number of distinet sequences is 12 x LO0° rether than
60 x 10° as stated in Report R.D. 1/407,

If the “Relative Numbers" are identified with the
"Operations" as indlsataed in the example of & family of pexrmuta-
tions given in Table LI, a succinet and complete sshedule of the
ohanges in pozitions of the sequenase switsches ocorresponding to
ahanges of permutation within a family of permutations osn be

glven as follows:

TARLE IIX
Sohedule of Positlions for ".3ohedale of Positions for
Switcheg No, 1, 8, and & 8witches No. 4, and 6
Relative Relative
Number 1 23 456 7 89 10 Number 1 234567 8 9 10
0L2345678¢% 0314275869
1234067895 142063869785
23401789586 2031497586
3401289567 51420588697
4 0 L2395 5678 4 2021s8¢7 868
h 9876 045321 5796830241
85987 104328 68567941302
7659821104323 7968802413
87659321104 8579615%02824
9876543210 9885724130
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The use of the sbove sohedules can probsbly be best
explained by means of the following example:

Let the settings of the six sequence switohes and the
permutation be

Settings of Switohes Permutation

516284 3154 2 {Relative No. 1)

It is required to determine the new settings of the
switohes to produce the same ooding sequense whea the psrinunta-
tion is reversed add shifted two planes to the left, It will be
seen from Table II thet the new permutation (5 1 3 2 4) is
Relative No. 8.,

Referring to the first sechedule in Table IIX QSWltGheﬁ
No. 1, 2, and %), we find 5 in the aolumn for Relative No. 1 -
and move horizontally eoross to the eoilumn for Relative No. 8
and find 3, Henne, switoh No. 1 nust be ohanged from position 5
to position 3, The other changses in switoh positions are deter-

mined in the same way, using the appropriate sohedule. The
final result is

Settings of Switches Permutation

384509 515 2 4 (Relative No. 8)
3,54 TFamilles of Permutations

In the preovious section a family of permutations was
defined and an lllustrative example was given., 1In this seation
we consldier the olagsification of the 120 (= 5!) possible per-.
mutations of five elements into 12 distinet temilies. These
families cre designated by their dominant members and the tabu-
lation of the dominant members in numerical ascending oxrder

forms the bagls of the serial, or family, n umbers agsigned to
‘then,
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a8 total of 625 steps, or changes in permutation, 1U involved be~-

TABLE IV

Family Number Dominant of the Family

1 1285345
2 123654
% 124535
4 12453
5 12534
6 12543
7 13245
8 13254
9 15425

10 1536524

11 14835

12 14325

3,55 Automatio Code Changing Unit

The automatic aode ohanging unit is a device for auto-
maéticslly changing the permutstion of code conditlon cords once
eaoh revolution of the brush arm. The unit has five palrs of
input jaocks. désignated 1, 2, 3, 4, 5 and five output ocords with
plugs designated A; B, O, D, B, It can therefore be interposed
between the five code nondition cords (A, B, ¢, D, E) and the
“five palrd of coding bugses (Jaoks 1; 2, 3, 4, 5) of the main
soramb;er pansl. Two 25-step selector sw;tches operated in series
ef'fedt tlie ohanges in permutation between the input jack oiroults
and the output dord eirsuits of the unit. Since both the “aaram-
bler in® and "36rdmbler out" oirnuits cre permuted aimultaneously,
four seleotor switohes, l.e., two pairs, are included in the
uAlt, 'One or & palr of selestors {(the "fagt selentor™) steps
each time the lateh operates, the other (the "slow geleotol 'y
steps oiae each time the fast selector sompletes 85 steps., Thus,

s e et it e -

fore the najor nyocle of changes ls repested,

Since both sets of cords inte and out of the soding
unit may be permuted manually, an anaxysis of the soda changes
must inelude not only the ochanges in permutation effected by
uhe autonatiec code oh&naina,ungt itgelf but slsa tha affeat on

those shanges asused by uoth the input and output permutations.

.
*WWM_‘MW
3
Wt e e e e
s ) o - o7 .

Por given input and output permutetions of the auto-~
matio node shangling unit, the sequence cf permutetions presented
to the ocdling bus Janks can be written down for eesch of the
625 steps of the seleotor switnhes, This has been done for the
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the case where both permutations are normal, i.e., 1 23 45,
and the resulting series of permutatiens has been olassified
acocording to family numbers given in Teéble IV, This seriés of
permutations and fauily numbers is tabulated on atteched Draw-
ing ES«842434, pages 1l to 4, inclusive. The series of family
numbers has also been arrayed in the form of a 25 x 25 matrix
in whish the 25 steps of the first oycle of the fast selector
are plased in ocolumn 1, those of the second eyele in column 2,
and so on, This matrix is shown on Drawing ES-842420, attached.

On the average, each of the 12 family numbers appears
52 times in the m&trix, and the positions at which a given
family number coours form & definité pattern., There &re, .obviw
ously, 12 such patterus contained within the matrix, Thess
patterns of like family numbers are bsain to the design of the
seleator switeh wiring snd are, therefore, unaltered by any
changes in the lnput permutation, It is True that, in general,
a c¢hange in iuput permutetion changes all the famlly mimbers in
the matrix, but the 12 bagie patterns remain -~ they merely be-
come associated with differsnt famlily numbers.

It follows, theh; that where it is desired to :show
ohly the putterns of likKe femily numbers wilhout regerd to what

bhe family numbers are, & single matrix, guoh as the one son-

struoted, will suffine, regerdless of the input permutation as-
suméd., The family numbers in the matrix then sérve only to

Ldentify like family numbers and ocould appropriately be repladed
by )& letters of the alphabet,

Before considering the effeots of whanging ﬁhe per—
mutation of the oubtput cords of the coding unit, it might be in
the interests of clarity to see how the matrix is used to f£ind
the starting point in the eysle of 885 steps of the selestors .
when a few 1l8-element oycles heve been solved, In this cdge it
is assumed that the Lransmitting machine employed a normal,

I 23 4 5, permutation of. the output cords.

5,56 Problam
Assume the followxng nine oyoles have been partially

solved by oryplogréaphle or other means and that the relative
step numbers, as determined by counting the 4-ko lateh pulses,

ars known., It is required to determine ths settings of the se-_

quencse gwitohes, the input permutation to the automatias soding
unit, and the step number of the coding unit corresponding to
the first l8~elemsnt oysle indicated as RKelative Step No. 'l. It
ie o be pssumed that the permutation of the output sords of the
coding unit is 1 2 3 4 5, and thet the settings of the sequence

gwitohes were unohanged durlng the erntire sample of sorembled
speesh,

SECRET

-



Relative L Switohes.

Step No, I & & & 5 &

1 . AEB BCR EDA

3 . ARG DOB DAC

3 OBE EAD BDC BED _
81 "~ EBA ECB ACD
62 ACB BCE EAD

63 - DEC DAR
152 ~ CpA 1IDPB
15% ) ECA EBC
154 EDB BDC -

The first step in the solution -0f theée problem ks %o

"determine the oomplete permutation for eaeh of the nine steps

and the norresponding switch settings common to all nins oycles.
As explained previously, 1t is @dmisalble to giart with any ]
switoh on any position. We arbitTarily start with switoh No. 3
in position 0, which, from Table I, yields the soding bus se-
quence 31 2, Hende, in Relative Step No. 1, B oonnents to bus
Noe. 3, C te No. 1, and D to No. 2, '‘Switch No. 2 must be set. bo
give B {or bus N6, %) in the third place and neither busses No. 1
nor No, € in the first and senond places, Position 2 for switeh
No., 2 is the only one whieh sdtisfies the condition. The bus
sequence I8 4 5 3; Henoe, aince the sorambling sequenace. is AmB,
it is required that A be conneosted to bus No. 4 and E 1o No. H.
This establishes the permitation as C DB A B or 3 4 2 15 and
fixes switshes No., 2 and No. % on positions 2 end 0, respectively.
The sequénce EDi far switnh No., 4 establishes posivion 2 for that

~switoh,

The switeh sSsttings of the remeining eight oyoleés arée as=

sumned to.be~thé-sam©-as fér the firsgt oyole and the settings of
the remaining switches are devermined as the work progresses. The
permutations for the remaining eight oycles should also be deterw
mined in eonnséction with the switoh settings common to all nine
oyoles. The results of this work, together with the olassifica-

tions of the permutations according to family numbeérs, ake shown
b@lQWa
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Relative ' Family -
‘Step No. .?ermu@ap;pn Nugber Set@ings of switches
' 920268
1 "B 48215 3 '
2 53124 4
3 14532 2
61 42315 7
62 14523 g
83 26513 4 g
152 21453 2
153 43 215 1
154 51 3.2 4 7

The se¢ond step in the solution Ls to prepare & trans-
parency in accordance with tne step and famlly numbers given
above so that the matrix of family numbers mey be seanned for
the "start® lonstion. This may be dohe by placing a trensparency
over the matrix and enoirsling the nine numbers {fmarking on the
trangparenny with erayon) corresponding to actual step numbers
shown in the "Relative Step No.™ coluinn, The aireles (on the
transParenoy) within which Iike family numbers should be found
are conneoted together by srayon lines, Those nirales hdving
different family numbers will, therefore, hsve no ccnneoting
lines. Tor the problem &t M““d the oircles for step numbers 3
ard 152 will be nonnécted by & line, a8 will those for step nume

' bers 61 and. 154,

The entire matrix* is. then scannéd by moving the ‘trans-
pareney step by step until the appropriate pattern 6f femily num-

bére; though rot in general the same family LKUmMbeYs, appear in
theé: orayon eircles,

. Procesding as above, 1t 1ls found thet when the oirele for
Relative Step No, 1 is in the tenth columr. and sixth row of the

matrix (equivalent to step 831), the pattern requirements are

satisfied. No other positiofn ylelds u satisfeotory pattern., The

gotual step numbers and ‘the permutations they yleld, teken from

Drawing Lo-—'84a4‘.'_’>4 for an :Lnau't‘ 'nevmn-l-a'f-ifm of 1 2 R 4 8 ans

£ ®

B rE e eB G Gd e e S0 et B ww ] . R be E e

* Tor burposes of soanning, it is better to have the matrix ex-
tended so that the first nolunn ecntéins the first 50 steps,
the sesond column, steps 26 to 75, and so on. Also, the firsgt
half dozen cor so solumns should be repegted in positions fox
columns 26 and upward, This will seliminate the eonfusion oo-
ourring at the verious bounderies,
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tabulated below, together with the permutations required by the
problem.

Permutations

at output of Permutations Problem
Unit forx Previously Permutations
Aotual 12345 Found for Shiftsd 3
Step No, -Input _Problem _to Right
231 525341 32215 21534
252 " 25153%7% 53124 1284573
233 345821 14532 532814
-28], 423158 4253 L5 B 1543
292 3H4° 1% 14523 5281 4
295 24157 2513 4 13425
38% 135348 8 214553 4 58 21
383 52314 43215 215453
384 4 513 32 5% 24 328451

The third step in the problem is to find thée permuta-
tion at the input of the autometic coding unit, To do this we
examine the permutations tabulated above for an input permuta—
tion of 1 8 3 4 5 and observe, for example, that 1 appears ih
the fifth plase in the instances or steps 23%, 233, and 298, 1In
the sSecohd oolumii of permuoauions above, we loom.for a repeated
number oocourring in any position of its ‘ermutatipn {but the
saie position for all three permutations for stéeps 831, 833,

end 292, The 4's, a8 uwidersooréd in thée above table, are seen

to be the ones sought, It is evident. that these 4'5 should
appear in the rifth bositlon in order to sscord with the lts,
similarly undersocored above. To acnomplish this we are at
liberty to shirft all of the permutations in the seoond 6oluns pro=
vided they are kept within the seme femily groups. The -appro-
priate shirft* is evidently 3 to the right which corresponds to

a ohangd in Relative Number from 1 to 4 (see Table 1I),

on comparing the shifted psrmutetions, shown in the
third colwan of permutations above, with those in the Tirst

L R . T = T T O S e

* Shifting the 4's from sedond plase to fifth plece dan be Accom-
plished in two ways: A shift ol 3 to right, or reverse and
shift 4 to left. Both may have to be considered before the
corrent one is determined,
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golumn, & one-to-oneg correspondenne is seen to be esteablishad
by an input permutation of 4 1 5 3 2,

By reason of the shifts in permutetions from Relative
No. 1 t0 Reletive No. 4, the switoh positions must be ehanged
in anacordance with the sochedules previously given to 6 0 3 1 7 9.
This ocompletes the solution of the problem.

3.57 Lffeat of Permutation of Ouiput of Automatic
Ouing Unit

A stated previouoly, the output permuuation of the
dutomatis coding unit refers to the order in which the output
oords »f that unit are patehed into thé coding bus jaeis, Oaly
12 orders of pateohing, morresponding to the 12 familisés of per-
mutétions as disoussed in Seotion 3.53, are significant, R

would follow, then, that 12 tables of permutationa, similar to

that on Drawing ES~842&54 but with the elements transpoaed in
asooréance with the dominanvs of the 12 families, would be re-'
guired to portray all of the‘significant permutations presented
to the soding bus jacks by tne automatio coding unit with a nor-
mel input permutation. WMoreover, the 12 matiicés of family nums
bers based on the 12 tables of permutations would be sufficient
to detefmine -the starting points of the sslectors by the sean-
ning mﬁ%hod d°snribed in the hreceding seotion;

Although l° different matrises can be derived from the
permutetion tables, only six of these have dlstmnct patterns of
like end unlike family numbérs, The nﬂir of matrices having
similar petterns are those sssosiated with the followlng pairs
of family humbers of sutbut permutations: 1-10, 2-9, 3-8, 4-12,
B=7, and B=1L; The matrices identified with families l, 8, 3, 4,
5, and 8 are ideatical with those for families 1.0, 9, 8, 12, 7,

and 11, respe¢tively, provided each family qumber appearlng in

one Of the sets of &ix matyioces is replaced by 1ts mate, lede.

1 by 10, 10 by 1, 2 by 9, 9 by 2, eto, Sinoe, for scanning pul-
poses, oogn;zance is not taken of the numerical values of the
family numbersg, but only of patiterns of like and unlike numbers,
only six matrices will have t6 be scanned,

Eaoh of une gix maurn.ces WlJ.J. be identified with a
family number and its mate. Hence, when the starting point iz
found on a matrix, an ambiguity es to femily number arises, This
guestion as to the correot family number of the cubtput permuta-
tion cannot be resolved immediately, but it is answered during
the ocourse of determining the correst input permutation,

Thé procedure for determining the input permutation

SECRIET




(1

()

~by an operator,

more than nine aycles would probably be neither nesessary nor

Tecllowa the genaral lines dssoribed in Seotion 3, 56, but modified
as follows: Each of the permutetions (from Drswing ES-842434)
corresponding to the Aotual Step numbers found for the glven
problem is transposed by the dominants of the pair of families
indicated -on the matrix, These two sets of permutetlons nust
thén be sompar=d with the permutations found by speetrographic
analyses t6 determine, in the manner desecribed in Seotion 3,56,
the input permutatton and the shift of the problem permutations.
It will be found that only one of the two sets of permutations
will yield & @clution for the input permutation, @nd the family

number asgsoniaved with the sucgessful set is the sorreoct family
for the output permutation.

A8 before, the sequence switeh settings must be altered

In @enordance with the 'ghift found necessary for the problem per-
mutations.

2,58 Number sand Selec;t'ion of Sampi_-e's for Analysis

In seleotling lB8-=element ayoles to be analyzéd and used
in determinisg the starting point. of ths automatic coding unit,
it is highly desiteble, of Gourse, to select no more than is
necegsary to fix thé starting polnt without ambiguity., Preetical
experience indicates that patterns comprising nine oyoles are
usually sufficient for the purpose and are conveniently handled

It appears to be somewhat seésier to scen the matrices
for pattarns ocontaining like family numbérs than for those in
which the family numbers afe all unlike. Henoce, it may be de~
sirable to use & nuiber of oycles somewhat larger than the
minimum in order to insure obtaining some repetitions of femily
numbers ih the pattern. Howsver, If the secenning of the matrices
is acoonplished by electricel or meshanioel means, the uss of

éeslrable,

Benauge of certaln periodicitles in the present wiring
soheme of the seleotors, smbiguous soluticns of the starting
point may oocur when the scanning pattern covers less than 100
steps. To avold this diffloulty, 1t is recommended that some of

the sample cycles be separated by gt lesast 100 steps from each
other.,

With the above exception, the seleotlion of the cycles
may be mede &t random. Il using the spectrograph, samples of
2,4 senond:sduration sre cbtained (in the present models), and
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this automatically ylelds two, and sometimes three, oconseoutive
syoles., ©S1Z spectrograms should be sufficlent to obtaln the
requisite amount of oryptographic material, assuming that oare
I3 exercised to obtain sanples eontailning es few pauses or
silent intervals as poadgible,

- 34.8- Analysls of Recording
3)61 General

Thé recording of spéech scrambled by the New Zealand
system was delivered to the Bell Telephone Laboretories by the
U, Si Navy Department, a8 nreviously mentioned, It compfised
two test samples, each of which was coded by a diffetent ie-
peated sequencse.. The analysis of this recording, both ‘erypto~
graphio and non-oryptogrephie, was practieally completsed whai
the two terminal équipments -of the -gystein were received,

3,62 Yon=Ciyphtographic

Only an oodaalonal word or phrase was understood on
the first listening of the recorded gamples. With repeated lis-
tening, it was possible 16 extroot approximately 20 per eent of

the words as compared W1th 40 per sent when listening directly

tigg 3 Bl. In these tests a Sooo-oyole low~pass Tilter was

inserted in the output of the reproduding system in order to
eliminate the discu*v*ng effsots of the 4-keo

TR 4=5%0 a,yuuh.:.G;u.ZlnR‘ Pu :--‘5

. Repeated superposition listening, using various com-
binations of decodés, wds rather sucdessful. The most satisfao-
tory anrangement was found to be the two=path c¢irouilt disoussed
ih Sention 3,32 and illustrated on Drawing ES=-842252. So much
intelligence was obtained from sample TEST I that the original
Bell System article from which the te:xt had been teken was iden-
tifieds A ocomparison of the text with the actual intellligence
obtained from the recording disslpsed that 77 per eent of the
wordg had been correotly understopd, Neglesting errors in in=
signifinaent words, such as "the", "and", "a", "of", eta,, whioh

may be oonsidered as not. affenting the intelligenne, this rating _

is insreased to 87 per ceat. It le felt that this order of

intelligencs wes also obtained with sample THST 2, although no

original asript was :available for checking the results, Tran-

soripts of the material obteined are appendsd& to this report.
3,63 Cryptographio

The repeated coding sequence employed in each test
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 sample was determined, by visual analysis of speoctrogrems of the

reoorded sora@ble, and found to be as follows:
CBD OBA DAE DCE "DCA DBa
TEST 2 -

. AEB DAC BDC. ABD DEB EAC

4. Evaluationiof.SShurity

1)

The- results of tests -employing the varioug oeryptogra-
phioc and non-cryptographio decoding methods indioate that the
sedurity of the New Zealand switnhed band privecy system is very
low for military purposes.

4,1 Comparison of Decoding iethods

‘Only an -oenaslonal word or phrase can be understood by
listening direetly to the incoming scramble. Whén the super-
position method is arslied, nonsideredly more words and phrases
oan be understood on the first l¢stening, although probably not
enough to oconvey the sense of the messige: It is nesessary,
theref >re, to Tenord the soramble and resort to repeated llsten~
ings in order to extrasot the maximum emount of intelligenae pos~
aible. 4&s discussed undek Seation B2, repeated listenings to
thé soramble directiy yielded from 30 per cent to 50 per cent of
the words and supérposition listening yhélded 65 petr cent to
85 per oent. The faot that these persentages of intelligence
¢éan be obtained by the repeated listening iethods indicates a
fuhdemental weekness of this System, namely, that some of the
oode sonditions, partioularly E &nd D, aré not inherently private,
and other conditions, susch &s A and B, are not mutually privatee
Turthermore, the 20:1 oriacking ratio, i.es, 20 minutes of listen-
ing to éxtraoct théd above percéntages of intelligence from each
minute ¢of the message, does not necessgarily denote the real se-
curity of the system besause the soramble may be divided into
convenient portions whish may then be oracked sonsurrently by a
propoetionately lerge orew, hen the automatic analyzer-desoder
eirauit is used it is Possible to obteln a substantlal amount
(at leest B0 per asnt) of the intelligence on the first listen-
ing. By recording the saramble and resorting to additioénel lig~
tenings almost somplete intelllgence sen be obteined,
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When the speeoch has been sersmbled by a repeated code,:
and when & terminal unit is available to the interceptor, as is
usually assumed, the sode nan be orscked in five to ten minutes
by the aursl deteotion method., A4 repeated code cen also be
eracked hy oryptographio methods, usirg spestrograms, in 20 to
25 minutes, There would, however, be no osocasion to use the
latter methed sinece & terminal unlt would be required in order
to obtaln the intelligencs, and, with the terminal unit avail-
able,. the more efflolent aural method oould be employed,

When the coding is non-repeated, the lnterceptor can
use the non-ecryptographliec methods disoussed above or = orypto~
graphioc method which determines the coding setup., The former
methods, whioch reguire repeatad listening, involve deooding
times which areé proporticnal to the length of message and yleld,

- in-general,- scnething_less than all the intelligence. Tile latter

method invoives an initial delay of approximstely one hour, but
¥t enables the saorambled message te be deacoded in the normal
manner with a terminel wumkt,

4,2 Tffeots of Pre=Equalizatlion on Security

In general, the use of pre-cqualization ehead of the
frequensy scrambler unit increa,es the security of thils systen.
Its use inhibits the successful pestoration of the scramble by
the application of automatisc ana1yzer-deooder sipguits.’

Simple inversion provides the -optimum decoding sirouit
for repeated ‘istenlng methods when pre-equalization is used.
The time required to cbtain the seme amdunt of intelligenee is
increased, It is approximetely doubled for all methodsg exdapt
that for the oryptographic determination of non-repeated scodes,
in which 0&88 the Inoresgé is appreximately B0 per oceit.
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APPENDIX

Transoript of Intelligence
~_ from Reeording of
New Zealand Switohed Band Priveoy.System
Decoded by SupePposition of Code i and Cods B

(Observer = E. G Thompson)

TEST 1

With the growth of telebtypewriter exonangé:séivide and
the general inorease in the use of teletypewriters in private
line service of various types, questlions frequently asked are:

How the teletypewriter ppexates
What is the sterv-stop Eystem

What is th@ 30 tow

This article will attempt to answer some of these ques-
tions and expluin elso the fundamental prineiples of teletype=-
wiiters and ftheir auxiliary arrangements as now employed in the
Bell System,

- Thele have been developed to meet the Needs seiseees 8
fagsimile reosrd form of wsommunlication and at the same sesevce
systems in opsration in connection with the Bell System plent.
seo telegraph transmission over long distances, it is fundamental
that orlly a single wire ... transmission path 1is required to
sarry & signel,

Furthermore, our long expér&éhée.with'manual telegraphy

- .on long lines has proved that reliable and efficient operation

mey be had by using not more than two conditions on the line,
such as aode and no oode or positive impulses and negative im-
pulses as ocontrasted with the use of three or more conditions or
ourrent values, The entire telegraph plant in the Bell System
as well &8s praotically all other ... telegreph systems have been
built on this two-condition basis., The manual siorse code uses

8 Sincssslon of dots and deghes %o represent the different char-
aoters of the alphabet .c... code conditions., This dode ls not
well sdapted to teletypewriter control, however,; sinifé the sig-
nals or different charseters vary widely in the time that is re-
quired to print a single dot or letter .... combinatlions of
geveral dots and dashes for some of the less frequently used
letters or nunerals.
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Por efficlent operation it thus far appears desirable
in order to obtain simple mechanisms and obtain maximum operat-
ing speeds with ... signaling frequencles ,..s... different chai-
aoters of unlform length, that is, each ocontains the same num-
bher of code units,

This condition ig met by a five-unit dode where eaoh
charaeter is identified by the impulses. in five units of time
and this ls thie ocde normally employed in Bell System praqtices.

Eaoh of the five units in this code may be either posi~
tive or negative, ourrent or #s Surrent or either of two values
of eurrent and the permutations provided are two to the fifth
or 32, The .., for the 26 letters .of the alphabet ... spaced
veeus Gilfferent signals invedwing eee system sigoals cesiesoese
to inslude numerals -and punotuation merks -

A nhart of nh*s oode a8 used in teletynewriter X~
change service (TWX) is shown beldw,

It will be noted that this keyboard is similar to the
ordinary typewriter keyboard except that there are only thres
rows -of keys lnstead of the four as in the typewriter.

On the typewriter keyvoard, the lowest three rows of
koys are used ordinarily for small letters with a shift key also
operated to type the aorresponcing capital letters.

The fourth or top row carries the numerais and punotuaw
tion marks,

eessssness has capltal letters and no small letters
se0s000 Shift of ee gpaane,

sesssssss DPoBition of the letter key is available for
the usual punctuation maris and numerals, Thus only three rows
of keys are requlred on the teletypewriter keyboard. The opera-
tion of the signaling key sends a signal .... the receiving ma-
oiiine to switoh (... manhine so that numerals and punotuation
marks are obtained until letters or spacé ...... resbores the
machine to lower place,

Start-Stop System

For transmitting a signel in the five unit code over a
elegraph line, 1% is necessary to have some system of starting
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80 that ... flve impulses may be propsrly reoceived, 1uennifled

and intorpreted in each receliving cirocuit,

YEST 2

After.meking oertain that all the low and high tension
fuges are intaet, the filement and blas sirocults should be ener-
glzed by, tu“nina the remote~looal fllament control switoh to the
loocal Dosition.

At this stage i1t is desirable to take the resding cof
the blas supply meter whioh should approximate 180 volts.

ALY valves will light and unless they are complete with
plets siroult reactances reguired in place, The first stage is
to adjust each fingl operating frequenoy sarrier unit,

This necessitates “he turning of the remote~local high
tendlon switoh .to the high tension position and the frequenoy
oontrol switeh to its appropriate position depending whether the
seleated frequenoy for the test is a high frequency or a low fre-
quenay. So long as & sulteable orystal is in ... (phase) a number
Of 1inesr .eeess o It Ls advisable t0 +ee6s valve, the 65 stage
wiXl osoillate regardless of the setting of the tuning condenser.

With the appropriate high frequensy or low frequenoy
»es GOntrol as the ocase may be; advanced to approximately the
maximum ecao... St@ge the ;... cathode ourrent of the 807 as read
oh ‘the third nathode milliammeter should approximats 30 milli-
amperes, The only adjustment nedessary is to resonate with the

appropriate ftuning control which is done by observing the usual
platé ourrent dip.. :

Under these conditions the milliammeter reading should
be 10 to 15 milllamperes., Thie control 1s set at about ...,.s to
the tuning of the buffer amplifier,

The adjustment ¢f the buffer amplifier, although some-
what unorthodox 1s by no means difficult, Before applying high
tenslon to the buffer stage it is deslreble to turn the control
of thé entire unit to its mininum position because it can ..,
o ©561IMBtS seeseces the final radio frequency ampiifier stage
in the high frequendy oirocuit,

This latter adjustment is performed by an operation in
the modulation amplifier isolation switoh located on the center
of the shelf of the egulipment,
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With these presautions taken, any remote high tensicn

may be applied by turning the remote-lonal high tension switeh
to ... high tenslon two position,

When the buffer amplifier stage is tuned it will be
necessary to temporarily break the tuned oireult by plugging in
& hand telegraph key with the sesssvee:. two aontacts oslosed.

With the two oiroults slosed & reading should be ob-
served on the buffer stage milliammeter of approximately B milli-
ampsres, this belng the normal plate ourrent im the valwe that is

used conducive to any grid secees o

The adjustment sse.e0e ontire seoction introdusces ...
first ooniral will produce & rise in ocathode surrent and con=

nrols should not vary it from a point where approximately 25 to
30 milliemperes are observed.

With power to the buffer stage established, the tuging
of the stage may be underteken, The tuning of this stage es
desoribed in an earlier pert of this bulletin is undertaken ...
eose 1N acouptance of ths GLirouite sesevesesos susoceptance 4.

Major variations 1N seseeessces seeessss €Xperience
e8teblished,

TFine variatiorns may be ... variometer ... With ...,
olyeulit. ‘ ’

The eppropriate low frequenocy or high freduenéy plugs,
ag the ocage may bs, may be insevtad in any one of the panel jaocks
énd the reading of the cathode milliammeter maintained under

observation., The process of ... should be sontinued to test

until a reductiof in mathode ourrent ls observed, As soon ag =
pronounced reduction is observed the connection should be made
from the high tension ,... » The appropriate ,.... low tension,

The whole ultimate objeotive of this arrangement is to
be able to maintain a flet phase .... in exaot rescriance secees
with the appropriaste veriometer set somewhere between maximum
and minimum setting, The resonant frequensy se.... ostablishes

oontrol seeeeeeo reading is observed and ..... amplifies this
last unit,

The buffer stage resonance whioh 18 scueee. maximum
or inoreased current reading.
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SYNCHRONIZING
CONTROL PANEL

AUX. AUDIO
AMPLIFIERS

CODE. SEQUENCE

CODING BUS JACK SWITCHES

CODE CORDS SCRAMBLER UNIT

AUX, 220 VOLT DC,
POWER SUPPLY

50 CYCLE POWER
AMPLIFIER

s FIG. 1 - FRONT VIEW TERMINAL #1
43304 NEW ZEALAND SWITCH BAND so, go0 o0, ¢
PRIVACY EQUIPMENT Cod foo b
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FIG. 2 - FRONT VIEW TERMINAL #1
(AUTO-CODING UNIT REMOVED)
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NEW ZEALAND SWITCH BAND
PRIVACY EQUIPMENT

FIG 3 : SIDE VIEW TERMINAL #1
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Bsll Telephons Laborutories,Ino, §§S§§§454
4 pages,bage 1
£ DoF, B=R9=48
OUTPUT PERM"TATIOND MDD FALILY NUV%&R* or AUTOMAPI”
_ CHANGINu UNIT POR 625 STERS OF %LLFCTOP@
Input and Qutput Cords ia Normsl (12345) ~ositions-

Step fermu~ Fam|: ts* Permu~ FamiStep Permu- mam,otep Jeryme Fam,
_No, tation No I No tation N
18545 I 10T Rl BT
2 53124 4 loz ; 10 &32
3 24361 & 10% 52143 5 [155 15348 3
4 438l2 O 104 21435 5 {154 53421 &
5 34182 12 | 105 12345 1 |165 85241 219
6 12543 6 j 1086 35421 4 1156 821453 B
7 81354 4 | B 107 5%14% 20 1L57 12545 X
8 54123 2 106 4235t 1) LS8 45213 6
9 35214 B 341 109 14582 & (159 34326 5
10 32541 8 25 10 {10 16425 7 [160 21452 @
11 41352 20 | 2535 > 131l 23145 8 (16l 52341 12
l2 34125 % | 14 12 112 28854 2 |l82 45214 6
13 45215 6 | 24153 11 {118 24831 4 (165 54135 32
14 42531 210 | 214 6 |114 25423 8 164 51432 i2
15 51342 9 | 85 45321 2 |115 43125 4 [165 48351 11
16 24135 10 | €8 12534 5 jIie 52314 & |16 15234 12
17 15243 9 | 67 54123 & [117 34521 6 |1687 24153 11
18 42351 11 | 68 €345 6 |[116 25143 12 {188 €142 9
19 51432 12 | 89 45231 8 1119 43215 1 |169 42531 10
20 24315 9 | 70 12354 2 |120 52134 6 |170 15324 11
21 16425 7 | 71 54213 4 [121 34251 9 {I71 24515 7
22 43251 12 | 72 83145 8 122 21643 1 [1%72 63142 10
2% 54132 8 | 73 42531 10 |12% 4&316 7 |175 45231 8
24 23415 12 | 74 13304 B |124 51234 1 [174 13524 10
55 4523 5 | 75 52413 10 [I25 32451 7 1175 25413 8
26 B4251 9 | 76 45213 6 126 12543 6 |176 34521 €
27 18545 1 | 77 Be4aBl 7 127 35124 O (177 15342 3
26 45213 @ | 78 51234 1 |128 24531 4 |178 42513 ¢
29 62184 ¢ | 79 12345 1 129 45318 4 |179 £5134 ¢©
30 206314 10 | 8C 21435 5 [130 54132 8 (180 52314 8
31 34182 12 | 81 45312 4 [131 12945 1 [181 B3eiss 5
32 43215 1 | 82 54231 7 |138 21534 & {182 43512 3
38 15342 3 | 83 31452 8 |133 34185 5 (183 12345 1
B4 21485 5 |84 23541 8 |154 63214 2 1184 51432 18
55 24153 11 | 85 25314 10 135 58341 12 |185 654125 2
36 53214 2 | 86 14235 11 (136 41632 11 (186 23514 11
37 25341 5 |87 21453 2 |187 54123 2 |187 52341 12
58 51432 18 | 88 135642 4 j13%8 43215 1 |188 21435 S
3¢ 54123 2 |89 15324 11 139 42351 11 1189 24153 1l
40 13854 8 | 90 54215 3 [140 31542 7 (190 18524 10
4) 45321 2 |91 51483 11 (141 24153 11 |191 42351 1l
42 33452 8 | 92 4351 5 (142 13245 7 192 31426 20
43 54213 4 | 93 15234 12 |143 42531 10 j193 24513 7
44 3524 10 | 94 34126 H (144 3514B2 B (194 13254 8
45 45231 8 | 95 51243 3 [145 £4513 7 |195 42531 10
46 31542 7 06 431852 9 146 13425 9 {18& 31245 4
47 52413 10 | 97 12584 6 |147 456231 © |197 25413 8
48 15324 11 | 98 31425 10 |148 34152 12 (198 12354 2
49 42531 10 | 99 52143 & (149 25413 8 |1e9 45231 8
50 35142 11 {100 41352 10 |150 14325 12 (ROO 32145 2
SECRET
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4 pages,page 2 s},
) Z\QD.FO 6-39-45 -;f
¢
| OUTEUT PERMUTATICNS AND FAMILY NUMBERS UF LUTOMATIC '
: CODA. CHANGING UKIT FUR 625 STEP3 OF SELZCTORS
Input and Cutput Cords in Normal (18645) Poaitions
{,P sted Permua Fem -Step Parmu~ E’amJ Stap Permui~ ¥am]3Step Permu- Fam.
_No. satipd No./No. tetion No,|No. tation No.|No, tation No.
201 23388 © 1251 26%ia 10 |301 43512 © |35 25341 o
202 21435 5 (252 4Z251 12 |302 25431 6 [352 13254 8
2803 35124 3 (253 51348 ¢ [303 51624 9 |35 54312 6
204 51245 B 254 134235 ¢ [304 15243 9 [364 43125 6 .
205 15423 7 |255 31245 4 |305 51423 11 [356 34215 3 :
206 432851 12 |256 25413 8 [306 4321% 1 {856 25143 12 f
207 34125 5 |257 52341 12 |[307 094581 6 |367 52314 8 %
208 25431 6 [258 41258 5 |308 21435 &5 1858 14253 10
£09 12348 1 269 34521 6 |309 52341 12 359 3i%24 9 4
: 210 132654 © |P8O 35418 2 {310 53214 2 {360 35142 1l !
211 54123 2 (861 12345 1 1311 14523 8 (361 42316 7 j
2lz 15432 1 |B62 3B1254 6 |Bl2 51432 12 368 34251 9 {
213 5234) 1B {263 14523 8 313 12345 1 |563 41523 18 i
214 53214 2 264 15432 1 {314 13254 & [88& 45133 7 i
215 24153 11 |25 48%15 7 |BY5 24513 7 |65 12345 1 |
216. 385412 2 266 31234 1 [316 31452 8 |868 5423 '3 ;
217 42351 11 [267 24513 7 |8L7 42315 7 |367 21543 1 =
216='55124 4 |268 15342 B3 [528 13524 10 (368 45312 4
219 2451 7 1269 421356 4 [819 24153 11 [S69 12435 3 )
220 35148 11 |270 51384 7 1320 31642 7 |570 54321 1 1
221 42531 10 |271 24153 1) [321 42135 4 371 21453 2 ¥
222 51324 7 272 1354 4 1522 15524 11 |872 43512 & 3
235 25413 8 273 41856 £ |83 21453 2 (873 14235 11 ‘
224 31542 7 |274 53124 4 (324 35l42 11 {374 83421 B :
' 225 45231 & [2756 214563 2 |885 41235 2 |375 24163 11 ;
: 226 52143 5 |276 B4lgh ¥ 1526 05241 10 |37¢ 31425 10 i
' 227 ®1524 § |277 51342 ¢ [327 B4521 6 |377 54312 s .
228 24135 10 |878 42163 5 [528 21435 &5 |378 12453 4 :
229 41358 10 [279 21534 & |829 14352 5 |379 24531 4 ;
230 14538 2 |280 12354 & |330 41532 11 |380 42351 11 ~
£31 68341 12 |281 34621 6 |331 52314 8 |38l 31524 9 :
232 25134 9 [282 43152 9 |33 25431 6 (382 134852 6 ~
233 34521 6 |283 52341 12 (383 31524 9 (383 2314 8 ‘
234 13254 8 [284 15432 1 T34 40851 12 1884 45132 7 i
255 12345 1 [28%5 14583 8 335 42315 7 |385 41583 12 5
236 45132 7 |288 23154 7 |B36 16432 1 |386 2m45) 1 i
587 14523 8 |887 212345 1 [337 41523 12 [387 42215 7 z
£38 43251 12 [288 25431 6 3338 13254 & (8388 25134 9
239 483106 7 [269 24513 7 |83% 18345 1 (369 82154 1 ;
P 240 35142 11 |200 53124 4 [340 35412 2 |390 53421 3 V
241 24553 7 (291 42316 7 |[341 21543 1 |391 12345 1 i
242 53241 11 |292 35421 4 [342 53214 2 [%92 35124 3 {
243 42135 4 |293 24153 11 343 12435 3 303 81453 2 ‘
244 55412 2 |2904 535214 2 |544 55142 11 394 53241 11 “
245 24153 11 |2905 42135 4 345 21455 2 395 12436 & )
246 53421 3 |2068 35241 10 (348 5318 4 |598 85214 5 14
247 41235 B [297 21453 2 347 14235 11 {397 24153 11 i
248 24512 1 |298 52314 O (348 31542 7 |398 52341 12 ;i
249 21453 £ 12909 412356 2 %49 24153 11 |29 14835 11 1
250 54321 1 |300 38541 8 350 51324 7 |400 B251l4 12
SECRET 1
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i : 4 pagss,page 3
LD,F, 6229245

OUTPUT PERMUTATIONS AND FAMILY NUMBERS OF AUTOMATIC
CODE CHANGING UNIT FOR 625 STEPS OF 3x1ECTORS
Input and Output Cords in Normal (12345\ .Poaitmons

g?g Step Permu~ Fam,Stsp Fermi~ Fam/Step Permu~ Fam|dtep Permu- Mam,
L S No, tation No.|No, tation No. No. _tation No. No. tetion No,
401 13542 4 [451 25451 501 14532 2 [o51 oo4sl 4
402 25134 9 |4E52 14253 10 508 25143 12 562 14352 &
403 32521 6 [453 53412 5 |503 43521 5 |553 52413 10
404 45213 & |464 34185 5 |504 35214 5 |554 24135 10
405 54185 2 455 43215 1 |500 63124 4 555 42315 v
406 18245 7 |456 25184 § [506 14235 11 (556 35124 3
407 31524 9 [487 52413 10 |507 41523 18 (567 53412 5
408 £4135 10 (458 13254 8 |08 23145 8 |558 12354 2
409 52314 8 459 41523 12 |509 52413 10 (559 41632 11
410 53241 11 [460 45132 7 |510 64231 7 (660 45123 1
411 41523 l2 [461 32415 11 511 31624 9 [68)1 23415 18
412 54132 B8 |462 43251 12 |512 53142 10 (662 42351 11
413 42315 7 463 31524 9 S13 32415 11 |63 21534 3
414 43251 12 |464 38142 11 (514 54251 9 |664 £514% 12
415 2816543 1 |465 12435 3 [616 2153 3 |665 13425 9
416 34152 12 [466 53241 11 |51é 46152 9 (566 bB234l 12
417 12345 1 487 21534 3 (517 12435 3 567 31624 9
418 43521 5 [468 35418 2 (518 34521 6 |568 25413 8 =
419 21453 2 [469 12343 1 519 215854 4 |569 13245 7
420 34512 1 [470 83421 3 520 43512 3 (670 52431 ¢
481 12435 3 1471 21354 4 521 18345 1 [671 31854 6
422 4632l £ 1472 54512 1 |622 35421 4 672 84513 ¢
423 24153 1) [473 13845 7 (523 23154 7 (573 18345 1
424 35412 R |474 54321 1 (524 45312 4 574 54231 7
425 14235 1) (4756 25154 7 (520 13245 7 |57 32154 1
426 52314 8 |476 41325 B8 {526 ©38l4 2 676 41235 2
427 43521 b [477 53412 5 (527 48631 10 (877 52413 10
428 21345 6 (478 12354 2 |528 31245 4 [578 13254 B
420 10452 5 |479 23541 2 689 12463 & |B79 32541 B8
' 430 31642 7 [480 3g45l 7 |630 21543 1 (580 23451 1
{ 431 52413 10 (481 41523 12 |631 5341z 5 (681 41532 11
432 25341 5 [482 14352 5 |532 35241 10 |582 14252 10
433 41523 12 |483 52412 10 |S535 41532 1l (683 653412 6
404 34251 9 (484 35142 11 |634 2430l 3 [884 25143 1z
T 435 32415 11 (485 31624 9 |635 23415 12 |68 215634 &
436 16342 3 |486 24351 3 [636 15243 9 (688 34251 9.
437 3)524 @ 487 32416 11 (537 21534 & 587 23415 12
438 14253 10 488 25142 12 538 143se 5 lsge REl4 11
439 12435 B 1489 21534 3 |53% 13485 9 ls89 31E24 9
‘ 440 45312 4 490 54321 1 540 45213 8 |500 54231 7
% 441 21534 3 |49)1 12435 3 |64l 31524 9 (591 13425 9
Nt 442 54213 4 1492 45183 ) |642 54312 & 692 45132 7
443 12345 1 (493 21354 4 [543 13248 7 1693 31254 6
44 45182 7 (494 54831 7 (544 45123 1 |694 654321 1
%45 21054 4 1485 12345 1l [545 31254 6 |598 13245 7
$H46 541235 B (496 45213 6 (546 54132 6 596 45812z 4
f 447 13245 7 497 23164 7 547 12345 ) |57 32154 1
448 431832 11 1498 ©§243l1 9 548 41523 12 5908 53421 3
449 23184 7 (499 13245 7 |549 32154 1 [599 12345 1
450 51423 11 |S500 425183 9 |550 51432 12 [60C 43512 3
SECRET
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aUTOMATIC

CODZ CHANGING UNIT FOR 625 STEPS OF SELTCTORS

Input and Output Cords in Normal (12345)

“601 14523

602
603
804
605
608
607
808
809
810
611

elz.

813
614
815
618

817

61.8
619
620
621
822
628

551,48
42551
26314
52134
14325
41532
32145
53412
54321
21634
52143
23415
24351
31524
42153
13425
24551
31234
42513
43245
25431
232154

il
19
10

6
12
11

R R

4
n

HOIOoOPOORON

684 45213 "8
685 12348 1.
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_ " PROJECT 13106,
RETATED: SERVIOE PROTEGT NS=249

~ REPORT NO. ©

Propossls of Dre Le Eo» Gabrilovitoh.

for 7 TFTEIw

Speech Privaoy Systéms

June 30, 1945

l., General

1,1 Tiitroduotion ]

Two propesals for spesch privacy systems, submitteﬁ
the ¥, §, Nawy Dupartment by Dr. L. E. Gebriloviteh, were re=
ferred to Bell ‘Tvilephone Léboratories, InG,, for'review ungder
Projeet 13-106. This work was authorizad by a letter, dated
January 18, 1945; from Proféssor G, F. Dalziel, Teohninal Alde,
Divisdon 15, N, DpP C. ]

These proposals were: the outgrowth of earlier HNEY made
by Dr, Gabrilovitoh and discussed informally with Navy and Bell

Telephone Leboratdried personne’ in nonneotion with Project Cwi3,

For convenience in referiing to these two pr onosals, they will
be dekignated a8 Propcsile No, 1 and Noe 2. The former ls dew~
goribed as a figpnaen Seereéay Set with Nurrow Audio Band® and thé
latter as a "Phase'Varied Inverter=Distorter {Simplified Sscrecy

‘Set),
1. & Sunin f? T
Both proposals offered, at most, no moré than a_speowla-
‘tiwe hope of providing a basgis for a isatisfactory privesy systems

Proposal No, 1, foi thé réagons glveir in Seotionr 2,1, was not

recommendeds FProposal To. Z wag secledted Tor further gtuéy on 8
breadboard basis, Some preliminary englneering work -doné ‘by

_ Halstead Treffio CommunioaxionSuCorboration. New York, New York;

'
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1

i

. - _The usgé-of ﬁﬁawaﬁaﬁeabﬁ&ncfﬁﬁe was proposed by

indioatéed that seiious practiocal difficulties were encountéred.
3ubsequently, furthed work on these proposals was gbandoned.,

2+, fnalysis

~7271 Anslysis of Proposal No. L

Thig proposal. -desoribed 8§ a "Soreen Senrady Sed
With Narrow Audio Band", employs a well-known principle in the
theory of modulation. This principle may be briefly desoribed
s followss .

Two distinct gignal weves, when modulated oii carriérs
having identiocal freguéncies but different phases (sometimes
ealled a split-phdge oalirier), oan be detected separately by
demodulating darriers having exactly the séme: frequency as the
ordginal carilers but phased so as to be in quadrature with the
carriers of the undesired modulations, For examplé, if the two
signal waves are §3 (%) and Sg(t), the sum of the modulation
produsts resulting from moduleting Sii%Y on & dsarrier wave*,
coswt, and Sg(t) on thé same carrier frequénoy shifted in phase
by 90 degreds is

(ry ' S1(t) oos éé_; gékﬁi pin Wt,

- In the wave repisgenteéd by {1), the Gomponent fre-
quesioied of Py (t) and Sz{t) oppear as double sidebands about
@haua&ppmeése&'o&rrier freguenoy. If S1({t) end Sg(t) contain
comporients within the same Tréquensy range, the sidebands from
the two modulated signals will overlsy, and any attempt to de=
teet the waye (1) by the usual methods of rectification wWill
Tesilt in distortion end gevere crosetéilk of the two signals,
On the other hand, demodulation of (L) by dos wt yields S3{t),
and demodulation by sin wt yields Sp(t)e

|
|
l
|

@i; dabrilovt$oh'tb obtain sordening, or masking, of the speech
bend in two sudcessive steps:

8e Of the originel speech band, extending from 300 to
2700 oyolél per second, the lower third Is selented
and translated to the O to 800-oyole region of the.
gpectrum, This ocomprisss & signal sueh asm g‘%{ £

— pEsumed —Ho-have a freguency gréafer than any oomponent. in
B1(t) or Sg(t].
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A seoond sighal, S (t), is masking noise derivvd
from Si{t) by modu ‘ating it with a plurp ity of
IOqurequency darriers (tundamenth &f &0 oyole
per secsnd) and confining the raauxming‘modulatlcn
produots to the O to Boo-oycle bandm The two sige
nals; Sp(t) and Sg(t), are then médulated on 800-
ayole o&rriers in phase qu&drature to produce over-
lepping sldebande in the O 1o L600-oyole bandy Phe
resuliing signal. Sg(t), Gonsists of part of the
original speech ban% modulated .of an 800~cyole omx-
rier and masked by @ hoise gensrated from ftselif’s

b. The upper two-thirds of tHhe speech band; not used
in Item (8), is translated to the 0 to 1600-dydle
pdsition in the epeotrum and comprises signad Si(t).
The two signals,. S (t) ahd S4(t), aTe then modulated
on 1600=~oy0le ocarriers in phase. quadrature to pro-

guoe oveilapping siuebands In tne 0 to 'IR00-ayole
and.

-

In the last modulatioh process; arrangemérnts are made

for periodioslly interchanging the 16Q0-acycle carriens sn whibn

.Ss(t) ana<34{t0 are modulateds This iaterchangs is under the
o0Ktrol &f &n eleotronio switeh, the rste oOF change of which is
integrally related to the S0-oyale fundamental,.

Thiq proposei., although theoretioally sound, does not.
~appear praotldable for the fsllowling reéasons

Is - Tt veduires a rather large amount of equipment
lfaeven or sight modulators, &S many Low-pass Or
band-pass filters, an eléatronis switeh, and
other auxiliary eleatronio devidesy.

£, The coding possibilities appeer to be limiteds
Henoe, with a duplicate reocsiver it would not be
aiffioult to orack (dedods) the sorambled, or
-masked, speeah..

L For adequate mesking, the masking energy must be
- ~ Rrealbel than the slgual to be obscured. Henoe,
' foi @ given amount of Gutput power the range for
satisfaotory operation is Jess. for systems employ~
ing the #ueking Principls thanTor othe? aystemss
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4, The overall gpéech quality of th;s system would
pirebably be oonsiderably impéired by Uaohground
nolse resultlng from inmperfeot detention when

. phiese. dlstontion in the transiisgion medium is
| ‘“noountereds Smill errors in balaneing out the
rather large nolse somponents would leave a rew -
"1an1vely large vresiduum of noise.

'n"‘.

2¢2 Andlysis of Proposal,Mo. 2

This proposal degnribed as a "Phase Varied Inverter-
Distorter (Simplified c'raereory Set)", employs a@s .its bagsle prin-
<iple the preduction of an unintelligible soramble of spesth by
modulaming the origin al Spégoh signal with & vairly sompliocated
coding wave, the speetrum of which lies within the spoect band.
This basic principle was employed in thé RCA-Bedford priveoy
systen* developed to the stage of laboratory models several
yesrs ago under Projett Cw=54. .

: Dre Gabrilovltah, in hi3 pioppsal; uses & ooding (or
modulating) wave ocompriging two differeut waves. used albernauely
anider the gontrol of an electronie swiion, tho rate o change
of whioh is predetarmined as part of the coding errangement.,
Bach ef the fwo waves ocomprises a 50-iyocle fundamsntal and its
first seven ¢dd hermonies (a cosins deries), all of equal ame-
plitudes. The twd waves differ only in the phases of the funda-~

mentels from which the harmonics are derived. The phaSe differw
ence 1s 90 degreed..

7 If we téke S(t) as the original spéech wave, then the
srambie resulting fronm modulating,‘l@e@, multiplying, the speeth
wave by the codin& wave is ) -

eslt) 8in ;'6 Q? - -
o ”(‘,) Bin @t + 57

whexre W72*“i9’the fundeméntal f*aquenay {50 oyoles per seoond)
and 9 ie the phage of the fundarental hawving the values. ar Q
degrees and 90 degrees periodieally; -

2ORT O PROJFEET C=43, PaTh I, Chapter III,
age 22, anf Chapter VI, page 53; also Part II,
- Ré

éport No. 18,

SECRET

e}

Py et

e & /e s bt e

L

PP

o £ b

PRIV

:ohea By

- A SeAPTY
ol

e

BN o 3 ot s = - IV S

[

vy jsom

JE e L e
Preryy o




Bt
¥
dl‘
b 8
I ARSIV

il
ATY

i
i
{
T T S T T s

4, ‘The overall speesh guality of this systen WQUGJL~»-
probably be consideradly impained by baQL5§Egnd 74 -
nolssé resulting from imperfect deteation whep .-~ = ==

[ phase distortion in the transmigsion mediuin"is . o
encountered, Small grrord in. balanoing aur.?ﬁg_. - I

| rather large nolse oonponénts would lesve & Faw 1= —oosrx

; j IQtﬁVEIY lorge fesiduum of nolse..

-w,

—y
o 4

S

s
s rpsaoet

| 2¢ a Analysis of Proposal No, 2

s,

4
S v P ST
e i (MR

| This proposal, desoribed ss a "Phase Varied Inverter-

_ Distorter (Simplified Secreny SSt}“ employs ae .its basie prin-

| ripde the production of an unintelligible goramble of -gpeech by
moduleting the griginal speech signal with & falrly domplicated

i 6oding wave, the upeatrum of whieh lies within the speech band,

! This basic principle was employed in the RGA-Bedford privacy

i system¥ developed ta the stage of laboratory midels several

| yesrs dgo under Projéot (=b4, .

Dre debriloviteh, in his proposal, uses & Qodlng (ox
modulating) wave compriising two different weves used &lternately
under the control of an electronisc switeh, the rate of change

, .0f which is predetermined as part of the coding errangement,
| Each of the two weves cpmpriges a SO0=nyole fundemental and its
first seven odd harmonias (@ cos*ne series), @ll of equal am=
| plitudes. The two waves: diﬂfe; on1y n uhe phases of the funda-

« o 3 ST b dreesemt S e

ense is 9 degrees.

If we take S{t) us thetoriginal speeci wave, then the

I soramble resulting from modu;ating, .eg, multiplying, the speeoh
~ _ wave by ‘the coding wave is

e T W e

27 =,

LA\

: gy Snloet.
|‘ ‘ ‘t:f( ) gin (w‘:t + 0

| : where W@/l is the fundemental frequéncy (50 oyoles per second)
| and ¢ 15 the. phage of the Fundamental having the values of O ~ S ]
L= degrees and 90 degress péxiodmsally. Lozme e e z ] —

= ¥ Hoan m"m\nm DI:\}_:OT'DLLP ()N PREIR
and

; ceetimn 8, page 28, and .
£ Proliminalry Report No. 18,

¢ g-4%, Fert T, Ohapter III, 1]
axter VI, page 53; also Pars II, _ Bl

g
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“ The recovery of the original speesh in the reéceiwing =-- -

unit tekes plsce in two stepsy First, medulating (kultipiying)

the. ‘serambleée by sin (wt +19§, )

nodulated by a single frequenoy (800 oyoles per seocond); &and;

ssoond, by modulating <the result Jjust ébtained with & wave com=

~ _brising an 800=-oyole fundamentel and ite first three odd hear-
‘nenlos (& sine sériss), all of equal amplisudes, This gédond
modulating wave has the foim '

1l - oos 128 wt
sin 16 Wt

and, when It is multiplied into S(t) ein 16 Wb, there results
- 5Tt) - B8(t) cos 128 wi.

The second term .on the right, being the original signal modulated
-oh a 6400~0y6le ocarrier; can be removed by filtering, leaving the
desired original speech signal,

_ &8 an extra precaution against direot.listening to the
gsoremble, Dr. Gabrilovitoeh praposes to invert the Speesch band
before the modmlation precesses .take placse, This requires the
re-~inversion of the sigpal recovered in the receiver.

, The synchreondzaticn between the transmitter and re-
-ceiver is aocomplished by means of a carrier feliing just out-
8ide the. band required to transmit the séramble, The oa¥rier
is amplitude modulated with a low frequency integrally related

%o the 50-~0yale fundamental..

, ~0n «eomparing. the aboie proposal with the RkCA-Bedford
system, two rédther important differences will be noted:
1. [The evding weve and the complementary decoding wave
_ are Much skupker in form than those »f thé Bedford
_ system end; thegretically, Gan be generated with
- muol’ Rzas equipments - '

2, "The synchronization ils accomplished by a econtinusus
~milated wave ruther than by rsourring pulses whichy
Tln the BedTord system, imposed rather stringent phéee
- —»equirements on the transwission path.
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necause of the above aiﬁferenoen it appeared HOESL-
ble that the Gabriloviteh proncﬂai night lead to & smaller
and less weighty unit than the Bedford unit 4nd, a¥ the sane
time, hdve @ somewhat betteér overall speech qua“*oy, -

There were, oA the other hand, somd questions as to
the vulknérability of the geramble to non-oryptogmaphio -attaoks,
- to the Bumber of parameters whioch sould be varied for coding
purpeses; and to the prestisebility of some of the electronia
processes which, theoretiocally; appeared sound.

The first; and probebly the most impeitant, of these
questigns nould not. be answered positively without making vests
¢n Wworking models, but it appea®=d probeble that the scramble
would be unintell&gible. The: other qQuestionsg eould nos be
#nswered without further engineering study and the building of
breadbvard models.

—

5.._Role of Halstead Traffio Gowmunisstions Gorporation

At!the instance of Comdr. Ao B. Jones, of the Bursau
of Bhips, a csnfereroce was held at Bell Telephgne Laboératories,
Ino,, on January 16, 1945, to disouss the feesibility of having
breedboard models of one cf Dr. Gabrilovitoh's pTroposals dew
veloped by the Halstead Traffié Communiocations Corporation of
New York. Presént at this oconference were pr. Gabrilovitch and
Yepresentatives of the Navy, N,D.R.C., Helstesd Traffie Communle
catlons Corporation and Bell Telephone Leboratozies. After an
analysis of the two provosals was presented, the Navy represen-
tetives agreed thet Proposal Nos & had some ettraoctive featurns
and offered more promise of & satisfedtory privacy system than
Proposal No. 1 with the expenditurs of less devslopment effort.
Adoordingly, Propésal No. £ was geleoted for further study and
for the development of bresdbcard modéls.

In 8 letter, dated February 8, 1945, to Professor C. ¥,

Dalziel, in reply to his letter of PFebrusry 5 1940 there was

outlined a suggested program of laboratory work, on a breadboard
baslis, whioh should answey several megrtant questions relating

to the feasidility of Proposel Ne: 2, : -

In antioipetion of a,sontxaau with,N D.R.Ce, ths
Halstead people began e preliminary engmnearing invegstigation
of the Gabrilovitoh proposals, sonisidering only Proposel No. &
gfter the uonference of January 16, 1945, This work contimued
for about a month and a half and was then dropped when an egree-
ment in regard to a oonLrant oouid not be reasched, The papers
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relating $o this work {referred to as Halstend'a Job 4
were turned over to N,Dtn.e. L %
The Helstead papers were submitted by KD 3 Juodh

- LA p » 9_‘.'3 S
examization under Projsot 18+106, FProm these papar. B

Fale ol adid

pearsd thet work had been diasontinued before layorte | G opuai 3
&ress had bean made in obtadning the solution of qued : yayk R
raisern tn,the-ocnfer@noe‘of‘3éauary L6, X945, Mhewe 1 mE.d MRS

sy
\‘at

e

dications ihat gome faiply Serious Alffiowltiss had b 4
oountered 1n attemptiug to reducs Proposss Kos #dy oy atyy
both from the standpoint of uaking the avetne Wouk pe s Snby
and frogy that of providifg adequate againe.
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Although thé eVidenve ohs

= [ [kt AR 1
& JUTE B T Bal nogadl s )?;t
papers was not_conolusive, there wems g Indiontl 4 g phe T,
. ‘much fond ocomplicated coding and GENLY Pavey wewe v ipimibe s
found necsssary in order to obtain &n mebiis ois GBED 2 G Anhel
dofy £ o0dinge This would be a aefinite trend HOWEDG 10 el fp e
the development of Proposai Ne, & duplicate B4t of %.¢ m.afr g iy
8ysteln, TFor this reesd ‘

FlL8 Teason, and besausge the. Aeralepnent o & p SRR o
dppeared %o be muoh more for £irat. anisipsted. ]
! it appeared- that there “Was

G
e
24

fiddedle than wag
Little to be gedin

R g moass 3 R s e
- 8PP ] v 3 LTyl { & by don Adagi, 000 ISR Y
: recommended that furthss work on these probosuis be A Cislatey !
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